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Security Solutions for Computer Networks

Eugeniu GONCEARUC
University Politehnica of Bucharest, Romania
eugen.goncearuc(@yahoo.com

Abstract

Network infrastructure devices are the components of a network that transport communications
needed for data, applications, services, and multi-media. These devices include routers, firewalls,
switches, servers, load-balancers, intrusion detection systems, domain name systems, and storage
area networks. Organizations and individuals that use legacy, unencrypted protocols to manage hosts
and services make successful credential harvesting easy for malicious cyber actors. Whoever controls
the routing infrastructure of a network essentially controls the data flowing through the network.

Keywords: VMotion, Virtual LAN, network security
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Layers in Implementing Network Security

Ioana PREDOI
University Politehnica of Bucharest, Romania
i0ana.predoi@stud.etti.upb.ro

Abstract

Every day, the number of cyber-attacks is skyrocketing. But what is the most frightening is the
fact that their quality and complexity are increasing. Firewalls, antivirus software recognize known
malware, meanwhile hackers can manipulate IT systems and steal critical information. So,
enterprises need to invest more in early prevention, detection, defense methods and reaction. This
paper aims to detail the main levels of network security which should be treated in order to prevent
cyber-attacks, because a prevention strategy is essential to protect important data.

Keywords: firewall, network security, VPN, SIEM
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Cyber Attacks Analysis

Mihai-Andrei IANCU
University Politehnica of Bucharest, Romania
iancu.mihail 9@yahoo.com

Abstract

A cyber-attack is a malicious and deliberate attempt by an individual or organization to breach
the information system of another individual or organization. Depending on the context, a cyber-
attack can be labeled as a cyber-campaign, cyber warfare or cyber terrorism. Cybercrime has
increased every year as people try to benefit from vulnerable business system or even personal
systems. Often, attackers are looking for ransom: 53 percent of cyber-attacks resulted in damages of
$500,000 or more. This paper intends to create a clear view about different type of cyber-attacks that
tend to get more popular nowadays and their effects on systems.

Keywords: cyber-attacks, real-time maps, malware graphs
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Data Security in Social Media

Andrada FINICA
University Politehnica of Bucharest, Romania
andrada.finica@yahoo.com

Abstract

Digital technology is now just a part of life. From online shopping to net banking and business
to government infrastructure, digital technology plays a crucial role. Apart from the multiple
advantages of digitization, cyber-attacks are a black dot. In recent years, we 've witnessed many high-
profile cyber-attacks. In fact, we can say that the number of cyber-attacks has grown rapidly in past
few years.
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Vulnerabilities in Computer Systems

Andreea-Ioana DRUMEANU
University Politehnica of Bucharest, Romania
andreea.drumeanu@gmail.com

Abstract

Information systems vulnerabilities can appear under several different forms and at different
levels in a smart office building or on a website, including at the level of a single device, system level,
network level, application level, To the level of operation and management. In this business are 2
types of hackers, on a way are black hat hackers who intent to steal your data using malicious
software and exploit vulnerabilities and on the other side are the white hat hackers who put their
coding power for closing security breaches and perform security evaluations for companies.

Keywords: computer vulnerabilities, standards, cyber threats
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Cyber Attacks Based on Data Injection

Alexandru-Marius SIMION
University Politehnica of Bucharest, Romania
alexandru.simion95@stud.etti.upb.ro

Abstract

Software vulnerabilities represent the most important vulnerabilities due to their impact
compared to other vulnerabilities such as hardware and network ones. Throughout the years many
vulnerabilities have been identified, classified, and registered by organizations such as MITRE as a
CVE (common vulnerability or exposure) and assigned a Common Vulnerability Scoring System
(CVSS) score to reflect the potential risk it could introduce to organizations. This paper describes,
analyses, and provides solutions to the effects of the top three most dangerous system vulnerabilities
such as: SQL injection and Command Injection.

Keywords: software vulnerabilities, SQL injection, command injection
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Protocols and Techniques to Implement a Secure

Network

Ioana-Iuliana TURCU
University Politehnica of Bucharest, Romania
iulianaturcul3@yahoo.com

Abstract

Cyber-attacks have still increased considerably last year according to Symantec Corporation
and from Europol reports, cybercrimes cause annual damage of huge amount of money. In a positive
way also, Europol says that last year some good things happened like: General Data Protection
Regulation (GDPR), the Network and Information Security (NIS) directive and 5G technology. This
paper will present the methods that ensure security communication on actual technologies.

Keywords: encryption, VPN, IPSec
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Analysis on Cyber Attacks in Business Environment

Roxana PRUNDIS
University Politehnica of Bucharest, Romania
roxana.prundis@gmail.com

Abstract

Cyber-attacks it businesses every day. Former Cisco CEO John Chambers once said, “There
are two types of companies: those that have been hacked, and those who don’t yet know they have
been hacked.” According to the Cisco Annual Cybersecurity Report, the total volume of events has
increased almost fourfold between January 2016 and October 2017. Cybercrime has increased every
year as people try to benefit from vulnerable business systems. Often, attackers are looking for
ransom: 53 percent of cyber-attacks resulted in damages of $500,000 or more. Cyberthreats can also
be launched with ulterior motives. Some attackers look to obliterate systems and data as a form of
“hacktivism”.

Keywords: cyberattacks, denial of service, man in the middle
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Implementing Security Measures in Online Banking

Anca-Georgiana SENCIUC
University Politehnica of Bucharest, Romania
ancaa x@yahoo.com

Abstract

Online banking, also known as internet banking or web banking, is an electronic payment
system that enables customers of a bank or other financial institution to conduct a range of financial
transactions through the financial institution's website. The online banking system will typically
connect to or be part of the core banking system operated by a bank and is in contrast to branch
banking which was the traditional way customers accessed banking services. This paper presents the
measures that the banks and the clients must follow to ensure security of electronic transactions.

Keywords: online banking, 2FA, password, OTP
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A Study on the National Cybersecurity Framework

Gabriel PETRICA
Faculty of Electronics, Telecommunications and Information Technology,
University POLITEHNICA of Bucharest, Romania
gabriel.petrica@upb.ro

Abstract

In an increasingly dynamic global and European context, with more and more threats and a
major impact on cybersecurity, the Romanian ITC society is characterized by an accelerated technical
development and harmonization of legislation for adaptation to the requirements of the European
Union. In this regard, the evolution of our country has registered important steps, especially in order
to harmonize the internal regulations with the commitments assumed within the European Union.
This article presents the legislative and institutional context at national level in the field of ensuring
cybersecurity in Romania, indicating some directions for improvement. A special chapter is dedicated
to the concept of digital certificates as a solution for ensuring data and telecommunications security
and authenticity.

Keywords: digital certificate, eIDAS, Certificate Authority, Romanian legislation
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The Romanian Association for Information
Security Assurance (RAISA)

The Romanian Association for Information Security Assurance (RAISA) is a professional,
non-governmental, non-partisan political, nonprofit, and public benefit association.

RAISA AIM
The aim of the Romanian Association for Information Security Assurance is promoting and
supporting information security activities in compliance with applicable laws.

RAISA VISION

The vision of the Association is to promote research and education in information security field
and to contribute to the creation and dissemination of knowledge and technology in this domain.
RAISA has a strong representation at the national level, bringing together professors and researchers
from top universities and Romanian institutions, PhD, master’s, and license students, as well as
companies in the IT segment.

RAISA OBJECTIVES

To achieve the stated purpose, the Romanian Association for Information Security Assurance

proposes the following objectives:

- Collaboration with the academic community from Romania or abroad in order to organize
conferences, scientific seminars and workshops for presenting the development and
implementation of effective measures to improve information security.

- Collaboration with research centers, associations, and companies from Romania or abroad,
to organize informative events in information technology security field.

- To perform specific programs for education and training of personnel involved in electronic
information management (data processing, storage, security).

- To ensure the dissemination of notice relating to existing vulnerabilities and nationally and
internationally newly identified threats; to provide solutions for data restoration and policies
to prevent and combat incidents based on the information provided by suppliers of software
solutions.

- To publish scientific journals for university staff, PhD students or master’s students,
researchers, students, and other professional categories in the field of information security
and cybercrime.

- To grant awards, scholarships, or sponsorships to people with outstanding merits in the field
of information security.

Website: www.raisa.org
Email: contact@raisa.org
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RAISA Members Benefits

RAISA MEMBERS
The Romanian Association for Information Security Assurance (RAISA) is an organization that
consists of:

Founding members - are individuals who have participated in the founding process of the
Association, have agreed with the Statute of the Association at the date of establishment
and are parts of the members’ category, with all their rights. The founding members pay
annual membership fee and have the right to deliberative vote during the General Assembly.
Members - are individuals who have joined the Association after the date of establishment.
The members pay annual membership fee and have all the rights, respecting the obligations
stipulated in Statute of the Association. They have the right to deliberative vote during the
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