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Cyber Attacks in Online Commerce

Veronica Ana-Maria CHIOVEANU
University Politehnica of Bucharest, Romania
vera.chioveanu27@gmail.com

Abstract

Security in online banking and e-Commerce applications is very important both at the
administrative level and from the user perspective. The internet has played a key role in changing
how we interact with other people and how we do business today. As a result of the internet, electronic
commerce has emerged, allowing business to more effectively interact with their customers and other
corporations inside and outside their industries. One industry that is using this new communication
channel to reach its customers is the banking industry. The e-banking system addresses several
emerging trends: customer's demand for anytime, anywhere service, product time-to-market
imperatives and increasingly complex back-office integration challenges. The challenges that oppose
electronic banking are concerns of security and privacy of information. This paper will first discuss
about online banking transactions; secondly, it will talk about e-commerce concept. Thirdly, the
security and privacy attacks of internet banking, and fourthly the security measures to fight against
e-commerce attacks.

Keywords: transaction, security, online banking, e-commerce
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Vulnerabilities of EU Large-Scale IT Systems Used in
Law Enforcement Cross-Border Information Exchange

Tulian-Marius COMAN
European Agency for Law Enforcement Training
iulian.coman(@cepol.europa.eu

Aurelian-Gabriel BADITA
“Alexandru lIoan Cuza” Police Academy, Bucharest, Romania
gabriel.badita@academiadepolitie.ro

Marin-Claudiu TUPULAN
Ministry of Internal Affairs, Romania
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Abstract

A borderless Europe needs to ensure continuous and secure exchange of data and information
between the law enforcement authorities. This needs to be done through monitoring technology
development and identifying large-scale IT systems protection from emerging threats. Decision
making is never based solely on knowledge of technical issues, as the potential and expected benefits
of implementing a particular technology depend specifically on the architecture of system data and
information. Cybersecurity attacks on these systems can be explained starting with the attackers and
targets, the approach to compromised system and the route used to break into the system.

Keywords: large-scale IT systems, law enforcement cooperation, intelligence-led policing,
information exchange, smart borders, cyberattacks
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Security Services in IP Networks

Marian-Stefan GONCIULEA
University Politehnica of Bucharest, Romania
gonciulea.marian@yahoo.com

Abstract

In the field of information technology, network security is very important because many
sensitive data are transmitted. Below you will find the important points we need to keep in mind when
talking about security of a network: confidentiality, integrity, availability, authentication, and PKI —
public key infrastructure.

Keywords: Confidentiality, Integrity, Availability, Authentication and Public Key

Infrastructure
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Legal Aspects Regarding Cybercrime

Virgil-Corneliu TUDOR
University Politehnica of Bucharest, Romania
virgilt2005@gmail.com

Abstract

In these days, cybercrime is an important phenomenon which involves two concepts: computers
and networks. On the other hand, this fact can be usually called hacking. Some important examples
are identity theft, espionage, credit card account thefts, online banking fraud and so on. Also, could
be a dangerous risk in child pornography or when confidential information is intercepted. This article
illustrates a lot of cyber-crime examples and the legal ways in order to protect the Internet users’

safety.

Keywords: cybercrime, internet, legal
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Types of Cyber Attacks

Eduard-Alexandru NEDELCU
University Politehnica of Bucharest, Romania
nedelcueduardalexandru@yahoo.com

Abstract

One of the most exciting topics to learn about cyber security is the different types of attacks
that hackers use to compromise systems and networks. This paper exposes the different types of
attacks that are popular today and in some older attacks that have been popular in the past. The
attacks come into categories—social engineering, network attacks, password attacks, and software

attacks.

Keywords: cyber-attacks, hacker, e-mail, password
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Using Al to Defense Against Cybercrime

Andrei-Costin MIRON
University Politehnica of Bucharest, Romania
mironandreicostin@gmail.com

Abstract

Being one of the most rapidly expanding sectors, Internet has become one of the most vital part
of our life from work to entertainment there's no other option now but it comes with a price of our
privacy. Cybercrimes are also on the rapid expansion causing our sensitive data to be used without
our permission. Governments are aware of this matter doing everything they can to secure our
networks, but many say security is just an illusion. In this whole report we will analyse the strength
of the people who are trying to spoil the Cyber Ecosystem and the higher grounds where we can
deceive them.

Keywords: cybercrime, artificial intelligence, malware
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Cybercrime Phenomenon in Europe and Romania

Rézvan ZAMFIRACHE
University Politehnica of Bucharest, Romania
zamfirache.razvan@gmail.com

Abstract

Governments, the military, and the world economy can no longer work without the help of a
computer. Computers that trade this huge amount of information communicate with each other via
the Internet or through many other military or financial networks. Being a very important asset,
information must be protected because it remains useful as long as it is valid, unaltered and true.

Keywords: cybercrime, cybersecurity, legislation
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An Analysis on Phishing Phenomenon

Antonia-Ruxandra CONSTANTIN
University Politehnica of Bucharest, Romania
antonia.constantin22@gmail.com

Abstract

This paper is about phishing, the simplest kind of cyberattack and, at the same time, the most
dangerous and effective. At the beginning will be a presentation of what phishing is and how it works
and after that how to prevent this type of cybercrime. Also, learning from examples is the best way,
so a brief history of phishing attacks will show how people were really affected by it. The new trend
is to digitalize everything in order to make our life easier. This means that security becomes very
important because without it all the personal data and money can be stolen and never be recovered.
This kind of attack can have a very big impact on big companies, not only on our personal data, so
trainings and tests are scheduled periodically in order to prevent it.

Keywords: cyberattack, e-mail security, phishing techniques
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Analysis of Computer Attacks

Adrian-Cristian PLOIESTEANU
University Politehnica of Bucharest, Romania
ploiesteanu.adrian@yahoo.com

Abstract

An cyberattack on computers or computer networks is any attempt to expose, alter, disable,
destroy, steal or gain unauthorized access to or make unauthorized use of an asset. A cyber-attack is
any type of offensive maneuver that targets computer information systems, infrastructures, computer
networks, or personal computer devices. Cyber-attack is a sensitive issue in the world of Internet
security. Governments and business organisations around the world are using various types of tools
and techniques to keep the business running, while adversaries are trying to breach security and send
malicious software such as botnets, viruses, trojans etc., to access valuable data. Every day the
situation is getting worse because of new types of malware emerging to attack networks. It is
important to understand those attacks both before and after they happen in order to provide better
security to our systems. This paper presents the main attacks on computer systems and the ways of
combating them.

Keywords: cyber-attack, malicious software, security
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Research on Cybersecurity Education and Vulnerability
Awareness in Educational Ecosystems

Daniela IONASC
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University POLITEHNICA of Bucharest, Romania
axinte sabina@yahoo.com

Daniel BUCATARU
“A. T. Laurian” National College, Botosani, Romania
bucatarudaniel@yahoo.com

Abstract

In the context of an abrupt migration of all daily activities towards online systems, due to the
pandemic phenomenon and the long-delayed and dimmed investment in a national cybersecurity
strategy, pupils, teachers and students alike were caught unprepared in an ominous and intricate
environment. Due to the current context, the prevalence of medium- and high-complexity attacks has
visibly increased, unveiling a need to research the level of awareness in the cybersecurity field for
all parties included in the educational ecosystem: pupils, students, teachers and parents. This paper
aims to gather inside information on their security education level by collecting and analyzing
statistics related to the vulnerability awareness of all aforementioned stakeholders. Based on the
results, mitigation plans will be proposed for each individual category, in corroboration with the
most poignant problems and needs. The goal is to provide the necessary level of education for a safe
and secure learning environment where future adults can focus on their evolutional growth.

Keywords: cybersecurity education, security awareness, safe and secure educational
ecosystem
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Author Guidelines

As an author, you are kindly advised to follow the next instructions. Reading and understanding
the requirements before submittal would ensure adherence to the International Conference on
Cybersecurity and Cybercrime standards and would facilitate acceptance by the scientific reviewers.

1.

10.

Papers must be submitted in English having an even number of pages (minimum 4 pages).
At least 50% of the last page should be occupied by text.

For papers writing it is recommended the use the text processor Microsoft Word and one
of the template models found on the conference website. We will do the final formatting
and all necessary format conversions of your paper.

The papers will be submitted using our online interface. Please do not send your papers by
email.

The papers will be reviewed by two scientific reviewers, well-known in their domains of
activity. Usually, it takes 1 to 3 months between the moment you finished your submission
and a response is given by scientific reviewers.

The papers will be sent back to the authors for corrections if the figures, pictures, or tables
are not contained in the text or if the reviewers require modifications or supplementary
information.

The papers will be rejected if their scientific content is not adequate, if they don’t contain
original elements and if they are not properly written in English.

The bibliography must show the authors adequate documentation. At least 7-10 quality
references should be cited.

Citation standard is IEEE. Please read the IEEE Citation Reference from the website:
www.ieee.org/documents/ieeecitationref.pdf.

The whole responsibility for the calculation exactitude, experimental data, scientific
affirmation, and paper translation belongs to the authors.

The authors will declare on their own responsibility that the article or parts of it were not
published before in other journals.

More information: https://proceedings.cybercon.ro/index.php/ic3/author-quidelines
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The Romanian Association for Information
Security Assurance (RAISA)

The Romanian Association for Information Security Assurance (RAISA) is a professional,
non-governmental, non-partisan political, nonprofit, and public benefit association.

RAISA AIM
The aim of the Romanian Association for Information Security Assurance is promoting and
supporting information security activities in compliance with applicable laws.

RAISA VISION

The vision of the Association is to promote research and education in information security field
and to contribute to the creation and dissemination of knowledge and technology in this domain.
RAISA has a strong representation at the national level, bringing together professors and researchers
from top universities and Romanian institutions, PhD, master’s, and license students, as well as
companies in the IT segment.

RAISA OBJECTIVES

To achieve the stated purpose, the Romanian Association for Information Security Assurance

proposes the following objectives:

- Collaboration with the academic community from Romania or abroad in order to organize
conferences, scientific seminars and workshops for presenting the development and
implementation of effective measures to improve information security.

- Collaboration with research centers, associations, and companies from Romania or abroad,
to organize informative events in information technology security field.

- To perform specific programs for education and training of personnel involved in electronic
information management (data processing, storage, security).

- To ensure the dissemination of notice relating to existing vulnerabilities and nationally and
internationally newly identified threats; to provide solutions for data restoration and policies
to prevent and combat incidents based on the information provided by suppliers of software
solutions.

- To publish scientific journals for university staff, PhD students or master’s students,
researchers, students, and other professional categories in the field of information security
and cybercrime.

- To grant awards, scholarships, or sponsorships to people with outstanding merits in the field
of information security.

Website: www.raisa.org
Email: contact@raisa.org
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RAISA Members Benefits

RAISA MEMBERS
The Romanian Association for Information Security Assurance (RAISA) is an organization that

consists of®

Founding members - are individuals who have participated in the founding process of the
Association, have agreed with the Statute of the Association at the date of establishment
and are parts of the members’ category, with all their rights. The founding members pay
annual membership fee and have the right to deliberative vote during the General Assembly.
Members - are individuals who have joined the Association after the date of establishment.
The members pay annual membership fee and have all the rights, respecting the obligations
stipulated in Statute of the Association. They have the right to deliberative vote during the
General Assembly.

Honorary Members - can be scientists, professors, cultural or religious personalities,
valuable professionals, who have rendered outstanding services to the Association. They are
exempted from contributions and their vote is advisory.

Collaborators/Volunteers - anyone who wants to participate in Association activities
without becoming a member. Their collaborations are on no-cost basis; they don't pay a
membership fee and don't have the right to vote.

RAISA MEMBERSHIP BENEFITS:

Free access to RAISA events.
Discount to workshops and conferences supported by RAISA.
Discount for professional courses organized by RAISA.
Possibility to be involved in RAISA projects and campaigns, support offered for research.
Free publishing for scientific articles in the International Journal for Information Security
and Cybercrime (IJISC), indexed in international databases.
Discount for books and scientific studies promoted by RAISA.
The possibility of promoting the events on RAISA media channels:
- www.securitatea-cibernetica.ro
- www.securitatea-informatiilor.ro
- www.criminalitatea-informatica.ro

Get the most from your membership!

www.raisa.org/raisa-members/
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