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Computer Crime and Cyber Threats 

Dănuț-Constantin FILIP 

“Alexandru Ioan Cuza” Police Academy, Bucharest, Romania 
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Abstract 

Computer crime, or cybercrime, refers to any crime that involves a computer and a network. 

The computer may have been used in the commission of a crime, or it may be the target. Netcrime is 

criminal exploitation of the Internet. Such crimes may threaten a nation’s security and financial 

health. Issues surrounding these types of crimes have become high-profile, particularly those 

surrounding cracking, copyright infringement, child pornography, and child grooming. There are 

also problems of privacy when confidential information is lost or intercepted, lawfully or otherwise. 
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Abstract 

Over the past decade we are witnessing an ever-increasing number of cyber-attacks on the 

Internet. At any given time, an estimated 150 000 viruses and other types of malicious code are 

circulating across the internet, infecting more than a million people every day. This paper presents 

the cyber-attacks like viruses, Trojans, worms, DoS attack (Denial-of-Service attack) and 

Cybersecurity Measures before/during and after a Cyber Attack. 
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Viruses, Worms, and DoS Attacks 
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Abstract  

This study examines the functionality and propagation patterns of computer viruses, worms, 

and DoS Attacks. Using data obtained from threat reports prepared by a major vendor of computer 

security products. I conclude that a greater attention must be paid to the role of the computer user in 

the spread of viruses and other malicious software and to the small handful of chronic offenders who 

contribute disproportionately to the problem. From this raw data, I have also extracted a number of 

broad quantitative and qualitative trends that I found to be interesting. I believe that a workshop 

discussion of these, and other thoughts, will be engaging and informative. 

 

Keywords: cybercrime, malware, DoS Attacks 

 

 

References 

 

[1]. Barwise, Mike. "What is an internet worm?". BBC. Retrieved 9 September 2010.R.J. 

Hontanon, Securitatea reţelelor, Editura Teora, 2003.  

[2]. F-Secure. F-Secure Computer Virus Information Center. http://www.f-secure.com. 

[3]. "What is a Computer Virus?". Actlab.utexas.edu. 1996-03-31. 

[4]. Vesselin Bontchev. "Macro Virus Identification Problems". FRISK Software 

International. 

[5]. Preimesberger, Chris (May 28, 2014). "DDoS Attack Volume Escalates as New Methods 

Emerge". 

[6]. Brand.com President Mike Zammuto Reveals Blackmail Attempt and Mike Zammuto 

Discusses Meetup.com Extortion. 

[7]. Shabtai, A.; Fledel, Y.; Kanonov, U.; Elovici, Y.; Dolev, S.; Glezer, C. (March–April 

2010). "Google Android: A Comprehensive Security Assessment". 

[8]. Computer Science Department website, New Mexico Tech, USA, 

http://www.cs.nmt.edu. 

[9]. Sung, A.H., Xu, J., Ramamurthy, K., Chavez, P., Mukkamala, S., Sulaiman, T., Xie, T.: 

Static Analyzer for Vicious Executables (SAVE). Presented in Work-in-progress Section 

of IEEE Symposium on Security and Privacy (2004). 

[10]. Sung, A.H., Xu, J., Chavez, P., Mukkamala, S.: Static Analyzer for Vicious Executables 

(SAVE). To appear in the Proceedings of 20th Annual Computer Security Applications 

Conference, ACSAC (2004). 

[11]. Lorine A. Hughes and Gregory J. DeLone „Viruses, Worms, and Trojan Horses: Serious 

Crimes, Nuisance, or Both?” http://www.sagepublications.com/.

https://proceedings.cybercon.ro/


Proceedings of the International Conference on Cybersecurity and Cybercrime  Vol. IV / 2017 

 

A View on Secure Transactions in Electronic Commerce 

and Online Banking 

Irina-Cristiana PLEȘA 

University Politehnica of Bucharest, Romania 
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Abstract 

With the advance of information technology electronic-commerce and online banking have 

become the quickest, efficient and most effortless means through which conduct financial 

transactions. Even if these transactions are hosted and processed in well secured and monitored 

servers, the risk of thievery and fraud. This is where the element and security comes in, where we can 

conduct our trades and transactions safely and unimpeded by malicious virtual attacks. This paper 

discuses basic concepts of online banking and e-commerce, the risks we face as well as means of 

protection and security from cybercrimes. 
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Abstract 

Survivability represents the capability of a system to fulfill its mission in a timely manner 

despite intrusions, failures or accidents. This paper discusses the need for and importance of 

survivability and examines the characteristics that differentiate survivability from other software 

quality attributes and nonfunctional properties of systems. It introduces emergent algorithms as an 

approach to problem solving in unbounded networks and suggests a methodology for their 

development. Emergent algorithms are philosophically and methodologically different from 

traditional approaches. A strategy for the development of high-performance solutions using emergent 

algorithms is illustrated in outline form for a problem in Internet routing. 
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Abstract 

Nowadays, the role of information technology is difficult to overestimate. Due to their global 

spread, year by year humanity is increasingly relying on various information systems and, as a result, 

depends on them. Vulnerability of Information Systems is a major concern these days in all spheres 

of Financial, government, private sectors. Even though most of the organizations have realized the 

value of information and the part it plays in the success of the business, only a few takes adequate 

measures in ensuring the security of their information, preventing unauthorized access, securing data 

from intrusion and unapproved disclosures etc. In this article it is explore the meaning of information 

security from the perspective of the reasons of the vulnerability of information technologies and 

systems. 
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Anatomy of the “Red October” Cyber-Espionage Attack 

Oana-Diana POENARU 
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Abstract 

After a series of attacks against computer network of international diplomatic service agencies, 

“Red October” a cyber-espionage network was detected and revealed. The objective of the attackers 

was to gather intelligence from the compromised computer systems, mobile devices and network 

equipment. This paper presents an analysis of a series of attacks against governmental, diplomatic 

and scientific organizations, related mostly to the region of Eastern Europe, former USSR members 

and countries in Central Asia. 
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Types of Software Attacks Against Electronic Data 
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Abstract 

This article presents the different types of attack which are popular today. Also, it gives a little 

part of history regarding some older attacks which have been popular few years ago. The articles is 

split in the following categories: social engineering, network attacks, password attacks and software 

attacks. 
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Cybercrime Phenomenon 
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Abstract  

The work is structured in three main parts: "Introduction to Cybercrime", "The main frauds", 

and "Conclusions". Are presented for an understanding of how enlightening structuring of the work 

a number of classifications of specific criminal offences. After the presentation and their traits, 

emphasizing the journey continues in other areas that may represent as many challenges for our 

society, being tackled the problem as a supposed virtual and drug violence proliferate electronically 

(Cyberbullying, Happy Slapping). The new computerized civilization is based on availability and 

accessibility of information, seen as a strategic value. The transition to the information society, as a 

relevant component of development, not only the modernisation of infrastructure of information and 

communication, but also cover legislative gaps concerning information activities, to process the 

information and generally to the field of information technology. 
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Abstract 

The world has become increasingly dependent on information technology (IT) and the 

remarkable services that it offers - particularly with regards to the Internet and modern computer 

systems. As a result, there is an ever-increasing need to secure these resources and the assets that 

are in contact with them from attack. It is imperative that users be aware of the potential security 

risks that face them so that they can allocate sufficient resources to minimize the dangers that these 

threats pose to their organization(s). This essay addresses various facets of IT security and offers 

insight into the different areas that should be considered when attempting to adequately protect a 

system. The paper begins by discussing the various Internet security problems facing networks today, 

such as software vulnerabilities, etc. Next, this document discusses factors that have contributed to 

successful attacks on various organizations within the IT community. It concludes with a discussion 

of pertinent security objectives and an outline featuring a variety of topics that will help facilitate the 

development of a successful security model. 
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are not contained in the text or if the reviewers require modifications or supplementary 

information. 

6. The papers will be rejected if their scientific content is not adequate, if they don’t contain 

original elements and if they are not properly written in English. 

7. The bibliography must show the authors adequate documentation. At least 7-10 quality 

references should be cited.  

8. Citation standard is IEEE. Please read the IEEE Citation Reference from the website: 

www.ieee.org/documents/ieeecitationref.pdf. 

9. The whole responsibility for the calculation exactitude, experimental data, scientific 

affirmation, and paper translation belongs to the authors. 

10. The authors will declare on their own responsibility that the article or parts of it were not 

published before in other journals. 

 

More information: https://proceedings.cybercon.ro/index.php/ic3/author-guidelines 
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The Romanian Association for Information 

Security Assurance (RAISA) 

 

The Romanian Association for Information Security Assurance (RAISA) is a professional, 

non-governmental, non-partisan political, nonprofit, and public benefit association.  

 

RAISA AIM 

The aim of the Romanian Association for Information Security Assurance is promoting and 

supporting information security activities in compliance with applicable laws. 

 

RAISA VISION 

The vision of the Association is to promote research and education in information security field 

and to contribute to the creation and dissemination of knowledge and technology in this domain. 

RAISA has a strong representation at the national level, bringing together professors and researchers 

from top universities and Romanian institutions, PhD, master’s, and license students, as well as 

companies in the IT segment. 

 

RAISA OBJECTIVES 

To achieve the stated purpose, the Romanian Association for Information Security Assurance 

proposes the following objectives: 

- Collaboration with the academic community from Romania or abroad in order to organize 

conferences, scientific seminars and workshops for presenting the development and 

implementation of effective measures to improve information security. 

- Collaboration with research centers, associations, and companies from Romania or abroad, 

to organize informative events in information technology security field. 

- To perform specific programs for education and training of personnel involved in electronic 

information management (data processing, storage, security). 

- To ensure the dissemination of notice relating to existing vulnerabilities and nationally and 

internationally newly identified threats; to provide solutions for data restoration and policies 

to prevent and combat incidents based on the information provided by suppliers of software 

solutions. 

- To publish scientific journals for university staff, PhD students or master’s students, 

researchers, students, and other professional categories in the field of information security 

and cybercrime. 

- To grant awards, scholarships, or sponsorships to people with outstanding merits in the field 

of information security. 

 

Website: www.raisa.org 

Email: contact@raisa.org 
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RAISA Members Benefits 

RAISA MEMBERS 

The Romanian Association for Information Security Assurance (RAISA) is an organization that 

consists of: 

- Founding members - are individuals who have participated in the founding process of the 

Association, have agreed with the Statute of the Association at the date of establishment 

and are parts of the members’ category, with all their rights. The founding members pay 

annual membership fee and have the right to deliberative vote during the General Assembly. 

- Members - are individuals who have joined the Association after the date of establishment. 

The members pay annual membership fee and have all the rights, respecting the obligations 

stipulated in Statute of the Association. They have the right to deliberative vote during the 

General Assembly. 

- Honorary Members - can be scientists, professors, cultural or religious personalities, 

valuable professionals, who have rendered outstanding services to the Association. They are 

exempted from contributions and their vote is advisory. 

- Collaborators/Volunteers - anyone who wants to participate in Association activities 

without becoming a member. Their collaborations are on no-cost basis; they don't pay a 

membership fee and don't have the right to vote. 

 

 

RAISA MEMBERSHIP BENEFITS: 

- Free access to RAISA events. 

- Discount to workshops and conferences supported by RAISA. 

- Discount for professional courses organized by RAISA. 

- Possibility to be involved in RAISA projects and campaigns, support offered for research. 

- Free publishing for scientific articles in the International Journal for Information Security 

and Cybercrime (IJISC), indexed in international databases. 

- Discount for books and scientific studies promoted by RAISA. 

- The possibility of promoting the events on RAISA media channels: 

- www.securitatea-cibernetica.ro 

- www.securitatea-informatiilor.ro 

- www.criminalitatea-informatica.ro 

 

 

Get the most from your membership! 

www.raisa.org/raisa-members/ 
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