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Security of Personal Data in Social Networking Services 
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Abstract 

In this world of technology, to keep your personal information confidential became something 

harder. Contributors to this are the social networks, which are some websites offering to find your 

friends, but for this they need some personal data. Having this data there and not knowing how to 

hide it from others who want to see it, you expose yourself to all sorts of crimes. This article presents 

what is a social networking service and how it evolved, potential threats to the security of personal 

data, measures to protect personal data on social networking services. 
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An Analysis on Security of Electronic Transactions in  

E-commerce 
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Abstract  

E-commerce and online banking with its different terms (e-banking, internet banking, etc.) 

allows the conduction of financial transactions within the comfort of our homes and offices. Although 

the transactions are being processed from secure servers, there will always be computer criminals 

increasing the revenues up to levels comparable to that of a state. Yet, with countermeasures and 

security assessments carried out, we can have a safe online environment to perform our financial 

tasks way much faster, cheaper and convenient, without the concern of virtual attacks. This paper 

presents basic concepts on online banking, risks and a detailed description on modern online banking 

cybercrime. 
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Cyber Attacks and Information Systems Threats 

Marius-Florinel MUŞAT 
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Abstract  

Life in 21th century is governed by internet and information systems. In every level of our 

society information systems are used to make our lives easier and improve our work and results. 

Information systems are used by corporations, business firms and, also, by regular people. 

Individuals rely on information systems, generally Internet-based, for conducting much of their 

personal lives: for socializing, study, shopping, banking, and entertainment. As internet and 

information systems are extending, many threats are appearing every day, hacking phenomenon is 

growing, in various forms and types of attacks, therefore, if you do not have a security plan in place 

your networks and data are vulnerable. In this article, you can find how to protect your personal 

computer, data, avoid any cyber threats and viruses and prevent the information system you are using 

from being compromised or damaged. 
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Study on Malware Software 

Tedy-Florin PETRESCU 
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Abstract 

The purpose of this article is to present the principal types of information attacks. Being known 

that more than half of people use Internet, hackers’ profit of this situation and develop methods to 

steal money, information, to destroy and access private computer systems. Especially all these attacks 

are looking for profit. Information attacks cause million dollars damages, and this situation is getting 

worse. The principal and most using information attacks are viruses, worm, trojan and spyware. All 

these attacks are included in one name Malware. 
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Abstract 

The evolution of cyber-attacks throughout time has been fast and diversified, raising numerous 

problems and creating high risks for the security of information systems, networks and personal 

computer devices. In comparison with the first cyber-attacks, nowadays we face complex and 

ingenious methods that represent a huge threat for online security in every domain, around the world. 
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Abstract 

Attackers and defenders of computer systems both strive to gain complete control over the 

system. To maximize their control, both attackers and defenders have migrated to low-level, operating 

system code. In these conditions we present the idea of using a virtual machine to share services and 

information over the Internet. In case of an attack the virtual machine resources will be affected while 

the real machine resources will be safe. In this paper, we assume the perspective of the attacker, who 

is trying to run malicious software over a virtual machine. We’ll want to show that if we gain the full 

control over a virtual machine, we can’t affect the real machine resources. 
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Abstract 

Nowadays, the society is growing increasingly dependent upon large-scale, highly distributed 

systems that operate in unbounded network environments. Unbounded networks, such as the Internet, 

have no central administrative control and no unified security policy. The number and nature of the 

nodes connected to such networks cannot be fully known. Despite the best efforts of security 

practitioners, no amount of system hardening can assure that a system that is connected to an 

unbounded network will be invulnerable to attack. Furthermore, organizations and individuals alike 

want their technology to survive attacks, failures, and accidents, but the technology in computer 

systems, software, and network infrastructure components changes frequently and is vulnerable to 

disruption. The discipline of survivability can help ensure that such systems can deliver essential 

services and maintain essential properties such as integrity, confidentiality, and performance, despite 

the presence of intrusions. 
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Abstract 

Today’s world is becoming increasingly dependent upon information technology, as computers 

have become integral parts of the daily lives of people all around the globe. However, while 

technology can deliver a great number of benefits, it equally sets forth new vulnerabilities that may 

be exploited in blood shedding purposes by persons with the necessary skills. Cyberterrorism is 

located at the cohesion of the real and virtual world, bringing together what each of the two has more 

damaging: ruthless terrorists unleashing unprecedented attacks through computers crimes against 

the world's nations. This article aims at clarifying how the Internet is altering the foreign political 

landscape, with particular emphasis on the evolution of the cyber terror phenomenon, its potential 

and implications, concluding with a number of directions of action. 

 

Keywords: terrorists, information warfare, cybercrime 

 

 

References 

 

[1]. D. Denning. Activism, Hacktivism, Cyberterrorism. The Internet as a Tool for 

Influencing Foreign Policy, Georgetown University, 2000 [Online] Available: http:// 

faculty.nps.edu/dedennin/publications/activism-hacktivism-cyberterrorism.pdf. 

[2]. I. Vasiu, Criminalitatea Informatică, Ed. Nemira, 1998. 

[3]. A. Tonigaru, Cyberterorismul – Noi provocări, Editura Tritonic, Bucuresti. 

[4]. Bainbridge, Computers and the Law, Ed. Pitman, Londra, 1990. 

[5]. A. Borchgrave, W. Webster, Cybercrime, Cyberterorism, Cyberwarfare, Centre for 

Strategic and International Studies [Online] Available: http://csis.org/. 

[6]. R. Lemos. What are The Real Risks of Cyberterorism. 2002 [Online] Available: 

http://www.zdnet.com/article/what-are-the-real-risks-of-cyberterrorism/. 

[7]. S. Berinatto, The Truth About Cyherterorism, 2002 [Online] Available: 

http://www.cio.com. 

[8]. M. Grossman, Cyberterrorism, 1999 [Online] Available: http://www.mgrossmanlaw. 

com. 

[9]. M. Pollitt, Cyberterrorism: Fact or Fancy, Georgetown University, 2001, [Online] 

Available: http://vww.cs.georegetown.edudenninp/infosec./pollit.html. 

[10]. G. Weimann, Cyberterrorism: The Sum of All Fears?, March-April 2005, [Online] 

Available: http://www.ingentaconnect.com/content/routledg/uter/2005/00000028/00000 

002/art00004. 

[11]. [Online Article] Available: http://www.france24.com/en/20121207-reporters-romania-

hackerville-ramnicu-valcea-cyber-crime-fraud-scams-hackers-internet-police-fbi-cia-

bitdefender/. 

 

https://proceedings.cybercon.ro/


Proceedings of the International Conference on Cybersecurity and Cybercrime  Vol. III / 2016 
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Abstract 

The e-learning systems consist of a platform that provides materials in order to be assimilated 

by the students. Today, the cybersecurity becomes a fundamental requirement for these systems. As 

e-learning increases in popularity and reach, the need to understand security will also increase. A 

risk analysis needs to be part of each e-learning project. This paper analyzes the security of the e-

learning systems. 
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Cybercrimes - A New Threat to the Society 

Roxana-Florentina RĂDUŢ 

“Alexandru Ioan Cuza” Police Academy, Bucharest, Romania 

rose_love_uu@yahoo.com 

 

Abstract 

The Internet has been a boon to business, science, education and just about any field you can 

think of, including crime. Just like every human invention, Internet has two sides to it, on the one 

hand it allows businesses to be more productive and scientists to share research data almost 

instantaneously, on the other hand it grants criminals an additional tool to commit crimes and get 

away with it. Because of its unique nature that transcends national borders and the anonymity that it 

allows for its users, Internet is perfect for those who wish to evade the law. In the modern society, the 

types of crimes stipulated by the law extend globally under a new form: cyber-crime. The evolution 

of this phenomenon is directly proportional with the development of the informational technology 

and communication, increasingly used by individuals. This article is trying to bring more awareness 

of the phenomenon of cyber-crime, by explaining the notion of this type of crime, the ways in which 

it manifests itself, because in order to protect ourselves we first have to know what we are protecting 

from. 
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RAISA MEMBERS 

The Romanian Association for Information Security Assurance (RAISA) is an organization that 

consists of: 

- Founding members - are individuals who have participated in the founding process of the 

Association, have agreed with the Statute of the Association at the date of establishment 

and are parts of the members’ category, with all their rights. The founding members pay 

annual membership fee and have the right to deliberative vote during the General Assembly. 

- Members - are individuals who have joined the Association after the date of establishment. 

The members pay annual membership fee and have all the rights, respecting the obligations 

stipulated in Statute of the Association. They have the right to deliberative vote during the 

General Assembly. 

- Honorary Members - can be scientists, professors, cultural or religious personalities, 

valuable professionals, who have rendered outstanding services to the Association. They are 

exempted from contributions and their vote is advisory. 

- Collaborators/Volunteers - anyone who wants to participate in Association activities 

without becoming a member. Their collaborations are on no-cost basis; they don't pay a 

membership fee and don't have the right to vote. 

 

 

RAISA MEMBERSHIP BENEFITS: 

- Free access to RAISA events. 

- Discount to workshops and conferences supported by RAISA. 

- Discount for professional courses organized by RAISA. 

- Possibility to be involved in RAISA projects and campaigns, support offered for research. 

- Free publishing for scientific articles in the International Journal for Information Security 

and Cybercrime (IJISC), indexed in international databases. 

- Discount for books and scientific studies promoted by RAISA. 

- The possibility of promoting the events on RAISA media channels: 

- www.securitatea-cibernetica.ro 

- www.securitatea-informatiilor.ro 

- www.criminalitatea-informatica.ro 

 

 

Get the most from your membership! 

www.raisa.org/raisa-members/ 
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