


 

 

 
 

 

 

 

 

PROCEEDINGS 

OF  

THE INTERNATIONAL CONFERENCE ON 

CYBERSECURITY AND CYBERCRIME 
 

 

Volume I 
 

 

 

 

 

A scientific conference organized by the 

Romanian Association for Information Security Assurance 

 

 
 

 

 

 

CyberCon Romania 

2014 

  



 

 

 
 

 

The International Conference on Cybersecurity and Cybercrime (IC3) is an annual 

scientific conference, with the purpose to encourage the exchange of ideas about the evolution of 

cyberspace, information security challenges, and new facets of the phenomenon of cybercrime. The 

event provides the appropriate framework for students to present their research in this field. 

 

 

The Proceedings of the International Conference on Cybersecurity and Cybercrime 

includes scientific papers reviewed by the Editorial Board that consists of experts from academic 

police structures and university departments, their work taking place under the guidance of the 

Advisory Board, composed of internationally recognized personalities from the academic field. 

 

 

Proceedings of the International Conference on Cybersecurity and Cybercrime 

Online ISSN: 2393-0837 

Print ISSN: 2393-0772 

DOI: 10.19107/CYBERCON 

URL: https://proceedings.cybercon.ro  

 

 

The International Conference on Cybersecurity and Cybercrime is part of the CyberCon 

Romania event, organized by the Romanian Association for Information Security Assurance. 

CyberCon Romania brings together experts from public institutions, private companies, and 

universities, for raising the level of awareness and embodies the cybersecurity culture. 

Website: www.cybercon.ro  

 

 

The Romanian Association for Information Security Assurance (RAISA) is a 

professional, non-governmental, non-partisan political, nonprofit, and public benefit association.  

Founded in 2012, the association started as an initiative with the aim of promoting and 

supporting information security activities in compliance with applicable laws and creating a 

community for the exchange of knowledge between the experts from the public, private, and 

academic environment. Its vision is to encourage the cybersecurity research and education, and to 

contribute to the creation and dissemination of knowledge and technology in this domain. 

Website: www.raisa.org  

 

https://proceedings.cybercon.ro/
http://www.cybercon.ro/
http://www.raisa.org/


Proceedings of the International Conference on Cybersecurity and Cybercrime  Vol. I / 2014 

 

CONFERENCE COMMITTEES 

 

EDITORIAL COUNCIL CHAIRMAN 

 

Professor Ioan C. BACIVAROV, PhD 

University Politehnica of Bucharest, Romania 

Faculty of Electronics, Telecommunications and Information Technology 

 

 

 

INTERNATIONAL ADVISORY BOARD 

 

Professor Emeritus Alessandro BIROLINI, PhD 

ETH Zurich, Switzerland 

 

Professor Angelica BACIVAROV, PhD 

University Politehnica of Bucharest, Romania 

 

Professor Fabrice GUERIN, PhD 

ISTIA, University of Angers, France 

 

Professor Daniela-Elena POPESCU, PhD 

University of Oradea, Romania 

 

Professor Sandeep TIWARI, PhD 

Amity University, India 

 

Professor Ton van der WIELE, PhD 

Erasmus University Rotterdam, Netherlands 

 

 

 

ORGANIZATION COMMITTEE 

 

Ioan-Cosmin MIHAI, PhD 

“Alexandru Ioan Cuza” Police Academy, Bucharest, Romania 

 

Gabriel PETRICĂ 

University Politehnica of Bucharest, Romania  

 

Ionuț-Daniel BARBU 

University Politehnica of Bucharest, Romania  

 

 

https://proceedings.cybercon.ro/


Proceedings of the International Conference on Cybersecurity and Cybercrime  Vol. I / 2014 

 

TABLE OF CONTENTS 

 

Multifactor Authentication ................................................................................................................ 5 

Ionuţ-Daniel BARBU, Gabriel PETRICĂ 

 

The Darknet - “Age of Peer Production”  ........................................................................................ 9 

Zaharia-Ioan IONESCU, Adrian-Constantin ROȘOAIA 

 

Forensic Examinations of Cybercrime ........................................................................................... 17 

Ila GAUTAM, Ketan SARAWAGI 

 

Computer Viruses and Methods to Avoid Viruses and Spyware ................................................. 21 

Paul-Valentin BOTH 

 

Study on Evolution of Cybercrime ................................................................................................. 29 

Robert-Cristian VOICULESCU 

 

Private Data Security in Social Networks ...................................................................................... 35 

Ioana-Cătălina MINCĂ 

 

Phishing: A Present Threat ............................................................................................................. 43 

Adrian PREDU 

 

A Survey of Privacy and Security Issues in Social Networks ....................................................... 51 

Constantin SPÂNU 

 

General Aspects Regarding Cybercrime Phenomenon ................................................................ 61 

Alexandru SISERMAN 

 

Study on Cyber-Attacks Based on E-mails .................................................................................... 67 

Florian-Cosmin BUTOI 

 

https://proceedings.cybercon.ro/


Proceedings of the International Conference on Cybersecurity and Cybercrime  Vol. I / 2014 

 

Multifactor Authentication 
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Abstract 

With the advent of Internet of Things, large number of devices became connected to the cloud 

via various services. From an Information Security perspective, this aspect adds additional tasks to 

the defense in depth layers. This article tackles the authentication level and its options. This topic has 

been chosen, as user/password authentication is obsolete and no longer secure. Despite the increased 

complexity of the passwords, the use of rainbow tables and the large processing power available, the 

systems are vulnerable to brute force attacks. 
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Abstract 

We are in the midst of a digital revolution. In this “Age of Peer Production” armies of amateur 

participants demand the freedom to rip, remix and share their own digital culture. Aided by the newest 

iteration of file sharing networks, digital media users now have the option to retreat underground, by 

using secure, private, and anonymous file sharing networks, to share freely and breathe new life into 

digital media. These underground networks, collectively termed “The Darknet” will grow in scope, 

resilience and effectiveness in direct proportion to increasing digital restrictions the public finds 

untenable. The Darknet has been called the public’s great equalizing force in the digital millennium, 

because it will serve as “a counterbalancing force and bulwark to defend digital liberties” against 

forces lobbying for stronger copyrights and increased technological controls. This article proposes a 

digital use exception to existing copyright law to provide adequate compensation to authors while 

promoting technological innovation, and the creation and dissemination of new works. Although 

seemingly counterintuitive, content producers, publishers, and distributors wishing to profit from 

their creations must relinquish their control over digital media in order to survive the Darknet era. 
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Abstract 

The growth of the internet has also resulted in the creation and growth of cybercrime due to 

ease of availability and connections through world web. Cybercrime is a major issue facing society 

today, requiring law makers and law enforcement agencies to take action. This issue can have a major 

impact on governments, businesses, and individuals and thus deserves the attention of researchers. 
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Computer Viruses and Methods to Avoid Viruses and 

Spyware 

Paul-Valentin BOTH 
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Abstract 

The purpose of this article is to make a brief presentation of the types of the most common 

computer viruses and spyware, how they work and to offer a few guidelines on the ways through 

which we can protect our computers. 
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Study on Evolution of Cybercrime 
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Abstract 

In the following article we will see how cybercrime has evolved over the years, how it began 

from simple attacks which had no purpose other than inconveniencing those who were attacked, and 

led to the major crimes we see today, such as identity theft, frauds, child pornography and even 

terrorist attacks, that cause numerous problems for individuals, institutions and even countries. 

Furthemore, we will attempt to analyze the main ways in which cybercrime is realized, who are 

the people who engage in such activities, the means that they use in their efforts and how the 

authorities struggle to limit this phenomenon and put a stop to these attacks by bringing those who 

commit them to justice.  

Last but not least, we will try and comprehend how big is the threat of cybercrime at the moment 

and how it will threaten us in the years to come, how will the rapid advance in technology influence 

this relatively new type of crime and what even greater risks we will be exposed to in the future. 
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Abstract 

A role more and more important in our lives is occupied by social networks. In addition to the 

benefits we get, that is the ability to communicate, to make contact with others and in particular to 

socialize. They expose us to certain risks, however, if we consider the safety of our private data, in 

particular their system to ensure data security. This article aims to reveal the risks to which we are 

exposed, but also the solutions that exist to protect us. 
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Abstract 

Phishing can be seen as a threat that keeps growing day by day, which has as a primary 

objective the obtaining of money from different kind of customers, through fraud. In less than two 

decades, this illegal practice managed to become an industry with an annual worldwide financial 

impact of billions of dollars. This paper tries to explain what phishing means and how it evolved into 

a global threat, presents the main types of phishing techniques that are currently used, as well as 

solutions against them. 
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A Survey of Privacy and Security Issues in Social 

Networks 

Constantin SPÂNU 
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Abstract 

Social networking sites such as Facebook and Twitter have gained more popularity in recent 

years. Because of its large user base, and large amount of information, they become a potential 

channel for attackers to exploit. Many social networking sites try to prevent those exploitations, but 

many attackers are still able to overcome those security countermeasures by using different 

techniques. Social network users may not be aware of such threats. Therefore, this paper will present 

a survey on different privacy and security issues in online social networks. The issues include privacy 

issues, identity theft, social networks spam, social networks malware, and physical threats. Social 

network privacy issues, social network security issues, social network threats, identity Theft, social 

network spam, social network malware, Facebook worms, Twitter Worms. 
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Abstract 

Governments, the military and the world economy cannot operate without using a computer. 

Computers that traded this huge increase of information they communicate through Internet or 

numerous other military and financial networks. Being an important good, the information must be 

protected and is useful as long as it remains valid, unaltered and true. Cybercrime is a new category 

of crime formed in late XX and beginning of XXI which brings violations of law both towards 

individuals and businesses worldwide, as well as towards the state, causing loss of billions American 

dollars annually. 
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Abstract 

A particularly dangerous and now common type of spam known as "Phishing” attempts to trick 

recipients into revealing personal and sensitive data, such as passwords, login ID’s, financial 

information or social security numbers. Recipients are directed to counterfeit and fraudulent websites 

that are exact duplicates of well-known and respected companies such as eBay, PayPal or large 

banking institutions and prompted to enter account information. This white paper addresses current 

issues associated with phishing scams and argues the most probable and likely direction phishing 

scams will follow in the future. Recommended safe user guidelines are included to help protect users 

from both current and future phishing attacks. 
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