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Multifactor Authentication

Ionut-Daniel BARBU, Gabriel PETRICA
EUROQUALROM, University Politehnica of Bucharest, Romania
barbu.ionutdaniel@gmail.com, gabriel.petrica@upb.ro

Abstract

With the advent of Internet of Things, large number of devices became connected to the cloud
via various services. From an Information Security perspective, this aspect adds additional tasks to
the defense in depth layers. This article tackles the authentication level and its options. This topic has
been chosen, as user/password authentication is obsolete and no longer secure. Despite the increased
complexity of the passwords, the use of rainbow tables and the large processing power available, the
systems are vulnerable to brute force attacks.

Keywords: multifactor authentication, passwords, rainbow tables
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The Darknet - “Age of Peer Production”

Zaharia-Ioan IONESCU, Adrian-Constantin ROSOAIA
”Alexandru loan Cuza” Police Academy, Bucharest, Romania
ionescuionut12@gmail.com, it.addi@yahoo.com

Abstract

We are in the midst of a digital revolution. In this “Age of Peer Production” armies of amateur
participants demand the freedom to rip, remix and share their own digital culture. Aided by the newest
iteration of file sharing networks, digital media users now have the option to retreat underground, by
using secure, private, and anonymous file sharing networks, to share freely and breathe new life into
digital media. These underground networks, collectively termed “The Darknet” will grow in scope,
resilience and effectiveness in direct proportion to increasing digital restrictions the public finds
untenable. The Darknet has been called the public s great equalizing force in the digital millennium,
because it will serve as “a counterbalancing force and bulwark to defend digital liberties” against
forces lobbying for stronger copyrights and increased technological controls. This article proposes a
digital use exception to existing copyright law to provide adequate compensation to authors while
promoting technological innovation, and the creation and dissemination of new works. Although
seemingly counterintuitive, content producers, publishers, and distributors wishing to profit from
their creations must relinquish their control over digital media in order to survive the Darknet era.

Keywords: digital revolution, file sharing, networks, darknet, digital liberties, copyright,
software
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Forensic Examinations of Cybercrime

Ila GAUTAM, Ketan SARAWAGI
ASET, Amity University, Noida, India
ilagautam2004@gmail.com

Abstract

The growth of the internet has also resulted in the creation and growth of cybercrime due to
ease of availability and connections through world web. Cybercrime is a major issue facing society
today, requiring law makers and law enforcement agencies to take action. This issue can have a major
impact on governments, businesses, and individuals and thus deserves the attention of researchers.

Keywords: forensics, cybercrime, network investigation
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Computer Viruses and Methods to Avoid Viruses and

Spyware

Paul-Valentin BOTH
”Alexandru loan Cuza” Police Academy, Bucharest, Romania
paukl bh@yahoo.com

Abstract

The purpose of this article is to make a brief presentation of the types of the most common
computer viruses and spyware, how they work and to offer a few guidelines on the ways through
which we can protect our computers.

Keywords: computer viruses, spyware, security
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Study on Evolution of Cybercrime

Robert-Cristian VOICULESCU
”Alexandru loan Cuza” Police Academy, Bucharest, Romania
cleryc 91@yahoo.com

Abstract

In the following article we will see how cybercrime has evolved over the years, how it began
from simple attacks which had no purpose other than inconveniencing those who were attacked, and
led to the major crimes we see today, such as identity theft, frauds, child pornography and even
terrorist attacks, that cause numerous problems for individuals, institutions and even countries.

Furthemore, we will attempt to analyze the main ways in which cybercrime is realized, who are
the people who engage in such activities, the means that they use in their efforts and how the
authorities struggle to limit this phenomenon and put a stop to these attacks by bringing those who
commit them to justice.

Last but not least, we will try and comprehend how big is the threat of cybercrime at the moment
and how it will threaten us in the years to come, how will the rapid advance in technology influence
this relatively new type of crime and what even greater risks we will be exposed to in the future.

Keywords: cybercrime, malware, cybercriminal
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Private Data Security in Social Networks

Ioana-Citilina MINCA
”Alexandru loan Cuza” Police Academy, Bucharest, Romania
minca_ic@yahoo.com

Abstract

A role more and more important in our lives is occupied by social networks. In addition to the
benefits we get, that is the ability to communicate, to make contact with others and in particular to
socialize. They expose us to certain risks, however, if we consider the safety of our private data, in
particular their system to ensure data security. This article aims to reveal the risks to which we are
exposed, but also the solutions that exist to protect us.

Keywords: social networks, security, risks, solutions, private data
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Phishing: A Present Threat

Adrian PREDU
University Politehnica of Bucharest, Romania
adrian.predu@yahoo.com

Abstract

Phishing can be seen as a threat that keeps growing day by day, which has as a primary
objective the obtaining of money from different kind of customers, through fraud. In less than two
decades, this illegal practice managed to become an industry with an annual worldwide financial
impact of billions of dollars. This paper tries to explain what phishing means and how it evolved into
a global threat, presents the main types of phishing techniques that are currently used, as well as
solutions against them.

Keywords: phishing, internet fraud, hacking, spam
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A Survey of Privacy and Security Issues in Social

Networks

Constantin SPANU
”Alexandru loan Cuza” Police Academy, Bucharest, Romania
cosmin.spanu@ymail.com

Abstract

Social networking sites such as Facebook and Twitter have gained more popularity in recent
years. Because of its large user base, and large amount of information, they become a potential
channel for attackers to exploit. Many social networking sites try to prevent those exploitations, but
many attackers are still able to overcome those security countermeasures by using different
techniques. Social network users may not be aware of such threats. Therefore, this paper will present
a survey on different privacy and security issues in online social networks. The issues include privacy
issues, identity theft, social networks spam, social networks malware, and physical threats. Social
network privacy issues, social network security issues, social network threats, identity Theft, social
network spam, social network malware, Facebook worms, Twitter Worms.

Keywords: social network privacy issues, social network security issues, social network
threats, identity Theft, social network spam, social network malware

References

[1].
[2].

[3].

[4].

[5].

[6].

[7].

[Socialnomics11] - “Social Network Users Statistics”, http://www.socialnomics.net/
2011/08/16/social-network-users-statistics/.

[Boyd07] - D. M. Boyd and N. B. Ellison, “Social Network Sites: Definition, History and
Scolarship”, J. Computer-Mediated Communication, vol.13, no.1, Oct. 2007, pp. 210-30,
http://jcmc.indiana.edu/vol13/issuel/boyd.ellison.html.

[[rani10] — Danesh Irani, Marco Balduzzi, Davide Balzarotti, Engin Kirda and Calton Pu,
“Reverse Social Engineering Attacks in Online Social Netwoks”, Iseclab, Mar. 2010, pp.
55-74, http://www.iseclab.org/people/embyte/papers/rse.pdf.

[Wondracek10] — Gilbert Wondracek, Thorsten Holz, Engin Kirda and Christopher
Kruegel, “Practical Attack to De-anonymize Social Network Users”, IEEE Symposium
on Security and Privacy, 2010, pp. 223-238, http://iseclab.org/papers/sonda-TR.pdf.
[Hackers] — “Steal Browser History without Java Script”, http://ha.ckers.org/blog/
20070228/steal-browser-history-without-javascript.

[ZhouO8] — Bin Zhou and Jian Pei, “Preserving Privacy in Social Networking against
Neighborhood Attacks”, Data Engineering, 2008. ICDE 2008. IEEE 24th International
Conference, Apr. 2008, pp. 506-515, http://www.cs.sfu.ca/~jpei/publications/
NeighborhoodAnonymization-ICDEOS.pdf.

[Bilge09] — Leyla Bilge, Thorsten Trufe, Davide Balzarotti and Engin Kirda, “All your
contacts are belong to us: automated identify theft attacks on social networks”, WWW
’09 Proceedings of the 18th International conference on World Wide Web, 2009, pp. 551-
560, http://www.iseclab.org/papers/www-socialnets.pdf.


https://proceedings.cybercon.ro/
mailto:cosmin.spanu@ymail.com
http://www.socialnomics.net/2011/08/16/social-network-users-statistics/
http://www.socialnomics.net/2011/08/16/social-network-users-statistics/
http://jcmc.indiana.edu/vol13/issue1/boyd.ellison.html
http://www.iseclab.org/people/embyte/papers/rse.pdf
http://ha.ckers.org/blog/20070228/steal-browser-history-without-javascript
http://ha.ckers.org/blog/20070228/steal-browser-history-without-javascript
http://www.cs.sfu.ca/~jpei/publications/NeighborhoodAnonymization-ICDE08.pdf
http://www.cs.sfu.ca/~jpei/publications/NeighborhoodAnonymization-ICDE08.pdf
http://www.iseclab.org/papers/www-socialnets.pdf

Proceedings of the International Conference on Cybersecurity and Cybercrime Vol. 1/2014

[8].
[9].

[10].

[11].

[12].

[13].

[14].

[15].

[16].

[17].

[18].

[19].
[20].

[21].

[22].

[23].

[24].

[NetSecurityl0] — “Facebook users think social networking spam is a problem”,
http://www.net-security.org/secworld.php?id=10208.

[Brown08] — Garrett Brown, Travis Howe, Micheal Thbe, Atul Prakash and Kevin
Borders, “Social Networks and context-aware apam”, CSCW ’08 Proceedings of the 2008
ACM conference on Computer supported cooperative work, 2008, pp. 403-412,
http://www.eecs.umich.edu/~aprakash/papers/cscw08 socialnetworkspam.pdf.
[Huberl1] — M. Huber, M. Mulazzani, E. Weippl, G. Kitzler and S. Goluch, “Friend-in-
the-Middle-Attacks: Exploiting Social Networking Sites for Spam”, Internet Computing,
IEEE, vol. 15, no.3, May-Jun. 2011, pp. 28-34.

[NetSecurityl1] - “Online social networks: Malware launch pads”, http://www.net-
security.org/malware news.php?id=1895.

[PCWorld11] - “Drive-by Download Attack on Facebook Used Malicious Ads”,
http://www.pcworld.com/businesscenter/article/241164/driveby download attack on f
acebook used malicious ads.html.

[Symantec] - “Malicious Shortened URLS on Social Networking Sites”,
http://www.symantec.com/business/threatreport/topic.jsp?id=threat_activity trends&aid
=malicious_shortened urls.

[Acunetix] - “Exploiting a cross-site scripting vulnerability on Facebook”, http://
www.acunetix.com/websitesecurity/xss-facebook.htm.

[Isacall] - Exploitation - Social Networks Malware, ISACA Journal, http://www.
rkmingenieria.com/ifol/wp-content/uploads/2011/03/ISACA JAN 2011 Chain
Exploitation.pdf.

[NakedSecurityll 1] - “What is FouTube? Viral Facebook clickjacking video scams
explored”, http://nakedsecurity.sophos.com/2011/03/12/what-is-foutube-viral-
facebookclickjacking-video-scams-explored/.

[USAToday10] - “Facebook Hit by Another Version of Koobface”,
http://content.usatoday.com/communities/technologylive/post/2010/04/facebookhit-by-
another-version-of-koobface-worm/1.

[NakedSecurityll 2] - “Profile Spy rogue application spreads virally on Twitter”,
http://nakedsecurity.sophos.com/2011/04/04/profile-spy-rogue-application-
spreadsvirally-on-twitter/.

[Zdnetll] - “Twitter worm hits goo.gl, redirects to fake anti-virus”, http://
www.zdnet.com/blog/security/twitter-worm-hits-googl-redirects-to-fakeanti-virus/7938.
[Securitynews11] - “Will Facebook's Radical New Changes Threaten Users' Security?”,
http://www.securitynewsdaily.com/facebook-changes-worries-1201/.

[Balduzzil0] — M. Balduzzi, C. Platzer, T. Holz, E. Kirda, D. Balzarotti and C. Kruegel,
“Abusing Social Networks for Automated User Profiling”, Symposium on Recent
Advances in Intrusion Detection (RAID), vol. 6307, Sep. 2010, pp. 422-441,
http://iseclab.org/papers/socialabuse-TR.pdf.

[Krishnamurthy08] - Balachander Krishnamurthy and Craig E. Wills, “Characterizing
Privacy in Online Social Networks,” WOSN '08 Proceedings of the first workshop on
Online social networks, 2008, pp. 37-42, http://www2.
research.att.com/~bala/papers/posn.pdf.

[Faghani09] - M.R.Faghani and H. Saidi, “Social Networks XSS Worms,” Computational
Science and Engineering, 2009. CSE '09. International Conference on, Oct 2009, pp.
1137-1141, http://faghani.info/CSE09.pdf.

[Threatpost10] - “Location-Based Services Raise Privacy, Security Risks”,
http://threatpost.com/en_us/blogs/location-based-services-raise-privacy-security-risks-
082510.


https://proceedings.cybercon.ro/
http://www.net-security.org/secworld.php?id=10208
http://www.eecs.umich.edu/~aprakash/papers/cscw08_socialnetworkspam.pdf
http://www.net-security.org/malware_news.php?id=1895
http://www.net-security.org/malware_news.php?id=1895
http://www.pcworld.com/businesscenter/article/241164
http://www.acunetix.com/websitesecurity/xss-facebook.htm
http://www.acunetix.com/websitesecurity/xss-facebook.htm
http://www.rkmingenieria.com/ifol/wp-content/uploads/2011/03%20/ISACA_JAN_2011_ChainExploitation.pdf
http://www.rkmingenieria.com/ifol/wp-content/uploads/2011/03%20/ISACA_JAN_2011_ChainExploitation.pdf
http://www.rkmingenieria.com/ifol/wp-content/uploads/2011/03%20/ISACA_JAN_2011_ChainExploitation.pdf
http://www.rkmingenieria.com/ifol/wp-content/uploads/2011/03%20/ISACA_JAN_2011_ChainExploitation.pdf
http://www.securitynewsdaily.com/facebook-changes-worries-1201/
http://iseclab.org/papers/socialabuse-TR.pdf
http://www2.research.att.com/~bala/papers/posn.pdf
http://www2.research.att.com/~bala/papers/posn.pdf
http://www2.research.att.com/~bala/papers/posn.pdf
http://faghani.info/CSE09.pdf

Proceedings of the International Conference on Cybersecurity and Cybercrime Vol. 1/2014

General Aspects Regarding Cybercrime Phenomenon

Alexandru SISERMAN
University Politehnica of Bucharest, Romania
asiserman@yahoo.com

Abstract

Governments, the military and the world economy cannot operate without using a computer.
Computers that traded this huge increase of information they communicate through Internet or
numerous other military and financial networks. Being an important good, the information must be
protected and is useful as long as it remains valid, unaltered and true. Cybercrime is a new category
of crime formed in late XX and beginning of XXI which brings violations of law both towards
individuals and businesses worldwide, as well as towards the state, causing loss of billions American
dollars annually.
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Study on Cyber-Attacks Based on Emails
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Abstract

A particularly dangerous and now common type of spam known as "Phishing” attempts to trick
recipients into revealing personal and sensitive data, such as passwords, login ID, financial
information or social security numbers. Recipients are directed to counterfeit and fraudulent websites
that are exact duplicates of well-known and respected companies such as eBay, PayPal or large
banking institutions and prompted to enter account information. This white paper addresses current
issues associated with phishing scams and argues the most probable and likely direction phishing
scams will follow in the future. Recommended safe user guidelines are included to help protect users
from both current and future phishing attacks.
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