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Abstract 

Ensuring a high level of security of the networks and IT systems that underpin the delivery of 

an organization's essential services has become a necessity that involves integrated, comprehensive 

approaches, the adoption of new and permanent cyber security strategies, significant financial 

investments and rapid organizational adaptations and ambitious. This article aims to provide a 

comprehensive analysis of the cyber security of a distributed computer network within an 

organization. In this context, the article promotes the implementation of proactive tools to strengthen 

cyber security at the institutional level. 
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1. Introduction 

 

In this article we aim to highlight the diversity of cyber threats facing the organization, as well 

as draw attention to the importance of active, continuous monitoring and protection against them. 

Also, the article aims to sensitize users about the associated risks and encourage the implementation 

of proactive measures to prevent and combat cyber threats. 

By being aware of and understanding cyber risks, the organization can take appropriate 

measures to effectively protect itself and reduce the potential impact of a cyber attack. The analysis 

of cyber-attacks of the last period revealed a series of significant cyber attacks and events at the global 

level: 

DDoS attacks on Russian banks: At the end of July 2024, several banks in Russia, such as 

VTB, Gazprombank and Alfa Bank, were targeted by distributed denial-of-service (DDoS) attacks. 

The attacks were claimed by Ukraine's military intelligence services (HUR) and led to temporary 

disruptions to bank applications and websites, as well as major telecom operators such as Beeline and 

Rostelecom. This was one of the largest cyber attack campaigns in the region, reflecting the escalation 

of cyber conflicts between the two countries [1]. 

Attacks on the gaming industry: The mobile game "Hamster Kombat", which has more than 

250 million players, has been the target of malware attacks targeting users with fake software for 

Android and Windows. Hackers were able to install spyware and information-stealing programs on 

players' devices.[2]. 

Virgin Media cyber attack: In July, Virgin Media was hit by a phishing attack that 

compromised the data of around 20,000 of the company's users. This was a demonstration of 

vulnerabilities in the protection systems of telecommunications companies, having consequences on 

the services offered [3]. 
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Emergence of new ransomware groups: Several ransomware groups emerged during this 

period, such as "Volcano Demon" and "Eldorado". These groups have carried out attacks on 

companies in the real estate, education and healthcare sectors using advanced encryption and 

extortion techniques. "Eldorado" was notable for using ransomware variants adapted for VMware 

ESXi and Windows [4] [5]. 

 

2. Electronic services with Internet access vulnerable to cyber attacks 

 

In general, any service connected to the Internet is exposed to security risks, and vulnerabilities 

can arise from various causes, such as misconfigurations, outdated software, or the lack of adequate 

protection measures. 

Types of vulnerable electronic services with Internet access commonly found in an organization 

[6]: 

- Servers and databases 

Common vulnerabilities: Weak or default passwords, unauthorized access, wrong permission 

settings, outdated software. 

Risks: Attackers can gain access to sensitive information such as users' personal data or 

confidential company files. 

- Online payment systems (e.g. e-commerce) 

Common vulnerabilities: Interception of payment data (if not properly encrypted), man-in-the-

middle attacks, insecure storage of payment data. 

Risks: Online fraud, theft of users' financial information (e.g. credit cards). 

- Email services 

Common vulnerabilities: Phishing, spoofing attacks, lack of encryption (e.g. TLS), use of weak 

passwords. 

Risks: Theft of confidential information, spread of malware or viruses through infected emails, 

social typing attacks on users. 

- Cloud services 

Common vulnerabilities: Misconfiguration of permissions, lack of encryption of stored data, 

unauthorized access to sensitive files. 

Risks: Compromise of data stored in the cloud, access and theft of sensitive information (e.g. 

documents or financial data), unauthorized deletion of files. 

- Websites and web applications 

Common vulnerabilities: Cross-Site Scripting (XSS), SQL Injection, authentication 

vulnerabilities, lack of encryption (SSL/TLS), lack of security updates. 

Risks: Hackers can exploit vulnerabilities to access sensitive data, modify website content, 

intercept user data, or infect visitors with malware. 

- Virtual Private Networks (VPNs) 

Common vulnerabilities: Insecure VPN protocols, use of compromised VPN servers, weak 

encryption. 

Risks: Exposure of personal data and browsing history, identification and location of users, 

possibility of being tracked or intercepted data transmitted. 

 

3. Web traffic monitoring 

 

Internet traffic monitoring was carried out to assess how the Internet is used within the 

organization and to identify potential security issues. Data traffic analysis is essential to understand 

user behavior and proactively implement appropriate security measures. 

Traffic monitoring was carried out on two levels:  

https://proceedings.cybercon.ro/


Proceedings of the International Conference on Cybersecurity and Cybercrime  Vol. XI / 2024 

124 

a. Analysis of data traffic between networks (LAN, WAN, Internet) – performed at the router 

level; 

b. Using a Squid proxy log analyzer configured at the proxy server level. 

 

3.1. Analysis of data traffic between networks (LAN, WAN, Internet) – performed at 

the router level 

Monitoring network equipment is critical to ensuring optimal performance, detecting and 

preventing network problems, and maintaining security. 

At the level of the organization under analysis, the top 20 positions in descending order, from 

the point of view of generated traffic, look like this (Figure 1): 

 

 

Fig. 1. Top 20 positions in descending order, in terms of traffic generated 

 

As percentages, these data are represented in the following graph (Figure 2): 

 

 
Fig. 2. Graphic representation of the values regarding the generated traffic 
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The conducted study revealed the following trends in the use of the Internet by users: 

- Professional Activities: Access to information relevant to the performance of work 

duties. 

- Media Content Consumption: Watching videos, participating in video conferences or 

listening to music. 

- Accessing government websites and legislation. 

- Social Media Interaction: Navigating social media platforms for communication and 

interaction. 

- Email Management: Checking and replying to emails. 

- Searching for Personal Information and Online Shopping: Using the Internet to search 

for information of personal interest or to make online purchases. 

 

3.2. At the proxy server level 

At the organization level a proxy server is configured and a network cache (Squid) is used 

to handle HTTP, HTTPS and FTP traffic, used to improve network performance and improve security. 

Squid is also used for traffic filtering purposes, access monitoring and temporary storage of 

frequently accessed resources (cache), to reduce latencies and network load. 

Traffic monitoring was done by using the SquidAnalyzer software [7], installed on the proxy 

server within the organization. This software is a Squid proxy log analyzer and report generator with 

statistics on times, hits, bytes, users, networks, URLs and domains. Statistical reports are geared 

towards user and bandwidth control. 

SquidAnalyzer uses flat files to store data and does not require SQL, SQL Lite or Berkeley 

databases. This log parser is incremental. 

The analysis of network traffic generated at the level of the organization (August-October 2024) 

was carried out from the perspective of relevance and use of network resources. The top 20 most 

accessed web addresses in terms of traffic (total amount of data transferred) are shown in Figure 3. 

 

 
Fig. 3. The top 20 most accessed web addresses in terms of traffic 
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The total amount of bytes transferred for each URL (web page) was analyzed. As you can see, 

the first place is the updates of the antivirus solution (Eset). During the analyzed period, the traffic 

that the antivirus solution updates generate is approximately 2.5 TB, being approximately 24 times 

higher than that of the next accessed page (Figure 4). 

 

 

Fig. 4. Total amount of bytes transferred for each URL 

 

Time spent by users on web pages: 

The sites on which users spent the most time were identified by analyzing URLs with high 

throughput, indicating sites of high interest or abnormal activity (Figure 5). 

 

 
Fig. 5. Sites on which users spent the most time 

 

It is noted that, in this case, the first place is occupied by the web page called by the services 

that ensure the perimeter protection of users (antivirus server). 
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Top 20 users with the most activity: 

Users with the highest number of requests (total time spent online and URLs accessed) are 

identified (Figure 6). 

 

 
Fig. 6. Identifying users with the highest number of requests 

 

User level detail: 

 

Table 1. User level detail 

 
 

https://proceedings.cybercon.ro/


Proceedings of the International Conference on Cybersecurity and Cybercrime  Vol. XI / 2024 

128 

4. Conclusions 

 

Cyber threat analysis within the organization highlights a dynamic and complex cyber security 

landscape. Amidst the intensification of cyber attacks globally, it is important to adopt proactive and 

preventive measures to protect the integrity of the IT infrastructure and reduce the potential impact 

of attacks. 

The paper proposed web traffic analysis from the perspective of bandwidth optimization for 

professional activities. This helps maintain a balance between operational needs and IT security. 

Protecting electronic services that access the Internet becomes essential in preventing cyber 

attacks and protecting personal and organizational data. 

Data traffic analysis also proves to be essential to understand user behavior in order to 

implement appropriate security measures appropriate to the organizational security culture. 
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