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Abstract

Artificial Intelligence is an innovation of modern technology, a concept transformed into
reality. It is the result of sustained work by talented computer science pioneers who have turned their
dreams into reality. As we have shown in this article, Artificial Intelligence brings both opportunities
and significant risks, given the access some people have to data and information that can influence
our entire existence. Human specificity lies in the desire to overcome one's limits and to make one's
everyday life easier. However, in a society in constant transformation, we must be aware that not
everything that helps us is necessarily beneficial, and vice versa. The future will be the one that will
judge the direction of the technology of modern society and our ability to adapt to new challenges.
This revolutionary field represents an opportunity, but also a vulnerability, which prompts us to
reflect and analyze: "How long will we use artificial intelligence before it starts using us?"

Index terms: Artificial Intelligence, opportunities, Public Order and National Safety,
technology, vulnerabilities

1. General aspects regarding the field of Artificial Intelligence

In recent times artificial intelligence has evolved from simple rule systems to complex machine
learning algorithms and deep neural networks capable of analyzing massive amounts of data and
generating predictions and decisions with remarkable accuracy.

These tasks naturally include speech recognition, experiential learning, planning and problem
solving, natural language understanding, and visual perception.

But first it is necessary to define the field of "Artificial Intelligence"" as an interdisciplinary
field of computer science that focuses on creating computer systems capable of performing tasks that
would normally require human intelligence.

From a technical point of view, Artificial Intelligence can be defined as the digital technology
of developing algorithms and models capable of learning from data, recognizing complex patterns,
making decisions and solving problems without being explicitly programmed for each individual
task. This includes technologies such as machine learning, neural networks and natural language
processing.?

nl

! Council of the European Union, What is artificial intelligence? “Artificial intelligence (Al) is the use of digital
technology to create systems capable of performing tasks normally considered to require human intelligence. Al is not a
new technology. Some Al technologies have been around for decades, but advances in computing power, the availability
of large amounts of data, and new computer programs have led to major advances in a short period of time.” -
https://www.consilium.europa.eu/ro/policies/artificial-intelligence/#what - accessed 07/05/2024.

2 Russell, S., & Norvig, P. (2016). Artificial Intelligence: A Modern Approach (3rd ed.). Prentice Hall.
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From a philosophical perspective, however, Artificial Intelligence raises questions about the
nature of intelligence and consciousness, as well as the relationship between man and machine. Some
philosophers consider Al as an attempt to reproduce human cognitive functions, exploring the limits
and possibilities of this simulation. This raises ethical and accountability issues, particularly in the
context of developing autonomous systems that can make decisions that impact people.®

The major interest in artificial intelligence is determined by several essential factors, among
them technological advances in computing and the availability of huge amounts of data (big data).

Another major interest is the broad applicability of artificial intelligence in various fields, from
medicine and education to finance and entertainment, thus becoming a central component of
innovation and digital transformation globally.

Last but not least, discussions about the impact of artificial intelligence on society, ethics and
the economy have captured the attention of both experts and the general public, generating debates
about the future of work, privacy and social responsibility.

Thus, artificial intelligence is not only a technical subject, but also one of social, economic and
philosophical interest, having the potential to fundamentally reshape the way we live and interact
with the world around us.

2. The Importance of Artificial Intelligence in various fields

As we well know, Artificial Intelligence has recently become a particularly important
technology able to significantly influence various fields, including technology, medicine and
economics.

This section wishes to outline and explore the impact and relevance of Artificial Intelligence in
these mentioned fields, namely technology, medicine and economics.

Regarding the field of technology, Artificial Intelligence is the main engine of technological
innovation that contributes to the development of intelligent products and services.

All machine learning algorithms are essential in order to optimize search engines, personalize
content and improve user interfaces.

In this sense, to exemplify the aforementioned we will describe the ways in which companies
such as Google and Facebook use Artificial Intelligence to analyze user behavior and offer them
personalized experiences.

Moreover, Artificial Intelligence underlies emerging technologies that use neural networks to
process sensor data and make real-time decisions. These vehicles are considered to be the future of
transportation, promising to reduce road accidents and optimize traffic.*

In the second field mentioned, namely the field of medicine, AI° has revolutionized the way
diseases are diagnosed and treated. Thus, learning algorithms can analyze medical images to
accurately identify conditions such as cancer, even before they are detectable by traditional methods.

In this regard, research has shown that Al can diagnose skin cancer with similar accuracy to
experienced dermatologists.

Artificial Intelligence is also used in personalized medicine, where the genetic data and other
information of some patients are analyzed in order to develop treatments that are adapted to each

3 Searle, J. R. (1980). Minds, brains, and programs. Behavioral and Brain Sciences, 3(3), 417-424.

4 Smith, J. (2021). "Autonomous Vehicles and the Future of Transportation." Technology Review, 24(2), 75-89.

5 Abr. Al - Artificial Intelligence.

6 Liu, Y., et al. (2019). "Deep Learning for Skin Cancer Detection: A Systematic Review." Journal of Medical Imaging,
5(4), 204-213.
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individual. This allows for a more effective and specific approach to the treatment of chronic diseases
and other medical conditions.’

Last but not least, the impact of Artificial Intelligence on the economic field is an extremely
important one, considering its ability to transform business models, and not only that.

In the field of finance, for example, Artificial Intelligence is used to analyze market data in real
time, which allows financial institutions to anticipate market movements and optimize investment
strategies. These automated trading algorithms, which use Al, can react to market changes faster than
human traders, thus providing a competitive advantage.®

Moreover, Al plays a crucial role in managing supply chains, optimizing production and
reducing operational costs by automating processes. These economic applications of Al not only
improve efficiency, but also drive innovation and large-scale economic growth.®

3. The history and evolution of Artificial Intelligence

Any field of research finds its beginnings in the study activities of some researcher who,
through their deepening, contribute to the development of fields useful to humanity.

Thus, Artificial Intelligence as a formalized field of research began in 1956, at the Dartmouth
Conference, where the term "artificial intelligence" was used for the first time. This event was
organized by John McCarthy, Marvin Minsky, Nathaniel Rochester and Claude Shannon, and brought
together some of the most important pioneers in the field.*°

Along with John McCarthy, Alan Turing is another essential pioneer of Artificial Intelligence.
He proposed the concept of a "Turing machine"!! and formulated the famous "Turing Test" to assess
whether a machine or computer can think like humans.?

The first achievements in the field of Al were simple computer programs that could play
strategy games or solve logic problems. Among the first notable programs that could prove
mathematical theorems was Logic Theorist, developed by Allen Newell and Herbert A. Simon in
1955.13

"The specification is written in a formal language, of the nature of a pseudo-code, that is
suitable for coding for digital computers. However, the present paper is concerned exclusively with
the specification of the system, and not with its realization in a computer" **

Then came the 1960s and 1970s, where researchers developed search techniques and heuristic
algorithms that allowed computers to more efficiently navigate large solution spaces. The A* and
minimax algorithms, used in games and navigation, are early examples of these methods.'®

Regarding the concept of artificial neural networks, it was originally proposed by Warren
McCulloch and Walter Pitts in 1943. This concept was modeled after the structure and function of the
human brain. However, it was not until the 1980s, through the work of Geoffrey Hinton and David

7 Johnson, D. & Patel, S. (2022). "Personalized Medicine and Al: The Next Frontier in Healthcare." Bioinformatics
Review, 16(1), 33-47.

8 Fernandez, R. (2021). "Al in Financial Markets: Trends and Future Perspectives." Global Finance Journal, 29(2), 113-
129.

® Kumar, A. (2023). "Artificial Intelligence in Supply Chain Management: A Review." Journal of Business Logistics,
34(1), 67-80.

10 McCarthy, J., Minsky, M. L., Rochester, N., & Shannon, C. E. (1956). A Proposal for the Dartmouth Summer Research
Project on Artificial Intelligence. Dartmouth College.

11 https://aitraining.ro/ce-este-testul-turing/ accessed 07/05/2024.

2 Turing, A. M. (1950). Computing Machinery and Intelligence. Mind, 59(236), 433-460.

13 Newell, A., & Simon, H. A. (1956). The Logic Theory Machine: A Complex Information Processing System. IRE
Transactions on Information Theory, 2(3), 61-79.

14 https://ieeexplore.ieee.org/document/1056797 accessed 07/05/2024.

5 Hart, P. E., Nilsson, N. J., & Raphael, B. (1968). A Formal Basis for the Heuristic Determination of Minimum Cost
Paths. IEEE Transactions on Systems Science and Cybernetics, 4(2), 100-107.
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Rumelhart, that neural networks began to gain popularity with the development of learning
algorithms. 1

Last but not least, deep learning also represented a major evolution in the field of Artificial
Intelligence, allowing neural networks with many layers to be trained to recognize complex patterns.
This culminated in the early 2010s with spectacular advances in image recognition and natural
language processing.

4. The importance of Artificial Intelligence in the field of Public Order and National
Safety

As we have presented up to this point, Artificial Intelligence represents a particularly important
technology for humanity, bringing multiple facilities to all those who use it in their fields of activity.

But regarding the importance of Artificial Intelligence in the field of public order and national
security, it plays an extremely important role in improving public order and national security. It can
be used to prevent and investigate crimes, monitor public spaces and manage crises in real time.

Thus, the application of such technology in these areas contributes to the efficiency of security
operations and to the protection of citizens in a pro-active manner.

In terms of crime prevention and investigation Artificial Intelligence is widely used to predict
and prevent criminal activities. Predictive algorithms analyze historical data and crime patterns to
identify high-risk areas and direct law enforcement resources effectively. A telling example was found
in a report showing that "predictive policing" technologies help reduce crime rates by allocating
police patrols more efficiently.!’

In relation to the investigation of crimes, artificial intelligence technology is used to carry out
checks on large amounts of data, including video recordings and digital materials. Thus, with the help
of facial recognition systems, persons of interest are quickly identified, thus facilitating the results of
investigations.

Another important area is where intelligent video surveillance systems can detect unusual or
suspicious behavior in real time, alerting authorities before incidents escalate. For example, in China,
the use of facial recognition and behavior analysis technologies has been expanded to monitor major
cities, helping to increase public safety.'8

In the context of increasingly sophisticated cyber threats, Al plays a vital role in protecting
critical infrastructures and national data. Machine learning algorithms are used to detect cyber-attacks
in real time and analyze traffic patterns to identify unusual activities. This gives authorities the ability
to react promptly and minimize the impact of cyber-attacks.®

Last but not least, this advanced technology is particularly important in effective emergency
management given the powerful machine learning algorithms that analyze real-time data to quickly
assess situations and provide recommendations for intervention. Moreover, during natural disasters,
artificial intelligence is used to analyze both social media posts and other information sources to
monitor the phenomenon and direct rescue crews to the most affected areas.?

16 Rumelhart, D. E., Hinton, G. E., & Williams, R. J. (1986). Learning Representations by Back-Propagating Errors.
Nature, 323(6088), 533-536.

1" Gerke, S., Minssen, T., & Cohen, G. (2021). Ethical and Legal Challenges of Predictive Policing with Al. Nature
Machine Intelligence, 3(3), 1-6

8 Mozur, P. (2021). Inside China’s Dystopian Dreams: Al, Shame and Lots of Cameras. The New York Times

1% Buczak, A. L., & Guven, E. (2016). A Survey of Data Mining and Machine Learning Methods for Cyber Security
Intrusion Detection. IEEE Communications Surveys & Tutorials, 18(2), 1153-1176.

20 Taddeo, M., & Floridi, L. (2021). How AI Can Be a Force for Good in International Crisis Management. International
Affairs, 97(2), 1-10
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5. Conclusions and perspectives regarding the future of Artificial Intelligence in Public
Order and National Safety

It cannot be overlooked that Artificial Intelligence has demonstrated a significant contribution
in terms of improving public order and national safety, offering advanced tools both for crime
prevention, effective monitoring of public spaces, fast and accurate investigation of criminal
activities, and effective management of emergency situations. This technology not only enables
authorities to respond more quickly and effectively to security threats, but also to prevent these threats
through predictive analytics and real-time monitoring.

However, the widespread use of this technology also raises significant ethical and legal
questions alike. Thus, data privacy issues, the risk of excessive surveillance, and potential biases in
its algorithms are concerns that should not be neglected but rather addressed in order to ensure
responsible use.

This is precisely why it is imperative that regulations and policies for the use of such advanced
technologies be updated and adapted to manage these risks, thus protecting the fundamental rights of
citizens.

But as far as the future of Artificial Intelligence is concerned, it can only play an extremely
important role in transforming the way in which public order and national safety are ensured.
Technologies will become increasingly sophisticated with enhanced capabilities for autonomous
learning, predictive analytics and real-time decision making.

Let's not forget, however, that the integration of Artificial Intelligence into public safety will
require continued attention to the balance between security and civil liberties.

In conclusion, Al is a transformative force for public safety and security, given its significant
potential to improve security and operational efficiency. However, it must be borne in mind that the
long-term success of this technology will depend solely on how it is managed and regulated, while
ensuring that technological advances do not contradict the fundamental values of society.
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