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Abstract 

AR-in-a-Box, developed by the European Union Agency for Cybersecurity (ENISA), offers a 

comprehensive framework to guide organisations in creating effective cybersecurity awareness 

programs. Through a structured 8-step process, this toolkit helps organisations set objectives, secure 

resources, manage human capital, segment audiences, select communication tools, plan timelines, 

implement programs, and evaluate outcomes. This paper explores each step in detail, incorporating 

state-of-the-art research and real-world case studies to demonstrate AR-in-a-Box's effectiveness in 

fostering a cybersecurity-conscious culture. Through targeted communication, interactive elements, 

and performance metrics, AR-in-a-Box enables organisations to embed cybersecurity awareness and 

improve resilience against evolving cyber threats. 

 

Index terms: AR-in-a-Box, cybersecurity awareness, cybersecurity education, program 

evaluation, performance metrics 

 

 

1. Introduction 

 

As cyber threats grow more sophisticated, the human factor in cybersecurity has become a focal 

point for organisations. Statistics indicate that human error remains a leading cause of security 

breaches, with issues like phishing and weak passwords contributing significantly to organisational 

vulnerabilities. ENISA has developed AR-in-a-Box, a structured toolkit designed to help 

organisations build effective cybersecurity awareness programs tailored to their specific needs. 

This paper provides a comprehensive overview of AR-in-a-Box's 8-step framework, 

encompassing every stage from initial objective setting to program evaluation. By integrating theory 

and practical application, we illustrate how AR-in-a-Box can enhance security awareness across 

organisations of varying sizes and sectors. The paper also includes case studies highlighting the 

framework's flexibility and effectiveness in different contexts. 

 

2. State-of-the-art in cybersecurity awareness 

 

Cybersecurity awareness initiatives are increasingly focused on behavioural change rather than 

simple knowledge dissemination. Research shows that traditional training models often rely on 

periodic lectures or policy-based sessions and need more engagement to instil long-term behavioural 

change. Contemporary approaches incorporate interactive elements such as gamification and 

personalised messaging, which are proven to enhance user engagement and retention. 

Models like the Protection Motivation Theory (PMT) and the Elaboration Likelihood Model 

(ELM) provide theoretical foundations for effective awareness programs [1]. PMT emphasises that 

individuals are more likely to adopt protective behaviours if they perceive the threat as severe and 
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believe they can counter it effectively. ELM supports the idea that tailored messaging can lead to 

deeper processing and acceptance of cybersecurity behaviours [2]. AR-in-a-Box leverages these 

models by offering a segmented and interactive approach that encourages users to internalise security 

best practices. 

Several frameworks guide cybersecurity awareness. The SANS Security Awareness Maturity 

Model and ISO/IEC 27001 provide guidelines on cybersecurity training, but they often lack more 

practical tools for engaging employees or measuring program effectiveness [3, 4]. In contrast, AR-

in-a-Box integrates best practices from behavioural science, offering tools like communication 

strategies, quizzes, and gamified learning modules. Including key performance indicators (KPIs) also 

makes it a data-driven solution that facilitates continuous improvement. 

 

3. AR-in-a-Box 8-Step Framework 

 

Step 1: Identify Objectives 

The first step in AR-in-a-Box is setting clear, SMART objectives that align with the 

organisation’s cybersecurity goals. This foundational step is essential for defining the program’s 

direction and measuring its success. Typical objectives include reducing phishing incidents, 

increasing password hygiene, and fostering cybersecurity awareness. Setting these goals ensures that 

the program targets specific areas of improvement [5]. 

 

Step 2: Secure Financial Resources 

Adequate funding is crucial for an effective awareness program. AR-in-a-Box recommends 

justifying budget requests by highlighting potential financial savings from preventing cyber incidents. 

Organisations are encouraged to explore cost-effective strategies, such as reusing content or 

leveraging open-source materials. This approach emphasises that organisations can build impactful 

awareness programs even with limited budgets by being resourceful [5]. 

 

Step 3: Ensure Human Resources 

AR-in-a-Box emphasises the importance of a dedicated team to implement and sustain the 

program. Key roles include cybersecurity officers, PR and communication experts, and IT staff. Each 

member brings a unique skill set that contributes to the program’s success, from developing content 

to ensuring technical support and effective message dissemination. This multidisciplinary approach 

ensures that all aspects of the program, from educational content to technical implementation, are 

handled effectively [5]. 

 

Step 4: Split Employees into Target Groups 

Segmenting the audience allows for tailored messaging, ensuring each group receives relevant 

and understandable information. Employees can be categorised based on job functions, risk levels, 

and technological familiarity. For example, technical staff may require advanced training on specific 

security protocols, while general employees benefit from basic cybersecurity hygiene practices. 

Targeted training is more likely to resonate with employees and foster compliance [5]. 

 

Step 5: Choose the Right Means 

AR-in-a-Box provides various tools, such as infographics, videos, quizzes, and games, to 

communicate cybersecurity concepts effectively. The right tools depend on the audience and the 

message’s complexity. Gamification, for example, has proven effective for engaging users and 

reinforcing learning. By choosing appropriate means of communication, organisations can create a 

multifaceted program that caters to diverse learning preferences and maximises engagement [5]. 
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Step 6: Create a Time Plan 

A well-defined timeline is essential for maintaining momentum and ensuring program 

consistency. AR-in-a-Box advises organisations to plan awareness activities in phases, allowing for 

regular reinforcement and adaptation as new threats emerge. The timeline should include initial 

training, refresher courses, and periodic assessments. Spacing out learning sessions aligns with 

educational theories like spaced repetition, which enhances long-term retention [5]. 

 

Step 7: Implement the Program 

The implementation phase involves launching the program, monitoring initial engagement, and 

addressing immediate challenges. AR-in-a-Box suggests gathering feedback to make necessary 

adjustments and improve the program’s relevance. This step is critical for translating the planned 

objectives into actionable awareness activities. Effective implementation requires clear 

communication and ongoing support to foster a security-conscious environment [5]. 

 

Step 8: Evaluate the Program 

Evaluating the program’s effectiveness is essential for continuous improvement. AR-in-a-Box 

includes KPIs such as incident reduction rates, quiz scores, and user feedback. Regular evaluations 

enable organisations to measure progress against objectives, identify areas for improvement, and 

adjust strategies as needed. By systematically evaluating the program, organisations demonstrate their 

commitment to cybersecurity and reinforce its importance to employees [5]. 

 

4. Implementations of Cybersecurity Awareness Initiatives 

 

The following case studies illustrate how real organisations across different sectors have 

implemented cybersecurity awareness programs similar in structure and objectives to ENISA’s AR-

in-a-Box framework. These examples showcase how these organisations have improved 

cybersecurity awareness and resilience through structured, data-driven approaches. 

 

4.1. UK Healthcare Sector 

The UK’s National Health Service (NHS) is one of the largest healthcare systems in the world. 

It has faced significant cybersecurity challenges, especially after the 2017 WannaCry ransomware 

attack, which affected many NHS facilities. This event prompted NHS Digital, the central 

organisation responsible for NHS IT services, to implement a comprehensive awareness and training 

program to strengthen cybersecurity practices across the healthcare system [6]. 

Following the attack, NHS Digital rolled out a nationwide cybersecurity awareness campaign 

targeting all levels of healthcare workers, from administrative staff to medical professionals. The 

initiative included e-learning modules, periodic phishing simulations, and workshops on data 

protection and secure information handling. Additionally, NHS Digital introduced the "CareCERT" 

service, which provides cybersecurity alerts, guidance, and resources to NHS organisations. 

The NHS saw a marked improvement in cybersecurity awareness, with staff showing increased 

vigilance in identifying phishing emails and safeguarding patient data. Regular assessments indicated 

a significant reduction in employees' susceptibility to phishing attempts [7]. This case illustrates how 

a large, complex healthcare organisation can leverage structured training and real-time updates to 

foster a security-conscious culture. 

While the NHS has made significant strides, sustaining engagement remains challenging in an 

environment with high staff turnover and varying levels of digital literacy. Continuous refresher 

training and adaptive content tailored to different professional roles would likely improve long-term 

results. 
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4.2.  US National Cybersecurity Awareness Month 

The US Department of Homeland Security (DHS) and the National Cyber Security Alliance 

(NCSA) jointly run the annual "Cybersecurity Awareness Month" every October [8]. Launched in 

2004, this initiative aims to raise cybersecurity awareness among American citizens, businesses, and 

public agencies through a month-long campaign each year. 

Cybersecurity Awareness Month promotes various weekly themes, such as phishing prevention, 

software updates, and multifactor authentication, to engage audiences on critical cybersecurity topics. 

The campaign employs social media outreach, webinars, educational toolkits, and partnerships with 

corporations, academic institutions, and non-profit organisations. DHS also collaborates with the 

Cybersecurity and Infrastructure Security Agency (CISA) to provide updated guidance and resources 

to individuals and organisations. 

Cybersecurity Awareness Month has become widely recognised, with extensive participation 

from private sector partners and a solid social media presence. Surveys after the campaign show 

increased public awareness of basic cybersecurity practices, such as using strong passwords and 

recognising phishing attempts [8] [9]. This case underscores how a targeted, recurring campaign can 

reinforce cybersecurity behaviours and increase public engagement. 

While Cybersecurity Awareness Month has successfully raised awareness, maintaining 

momentum throughout the year remains challenging. Expanding the campaign’s reach through year-

round initiatives and continuous engagement with partners could strengthen its long-term impact. 

 

4.3.  Cybersecurity Awareness Initiatives for EU Organisations 

ENISA, the European Union Agency for Cybersecurity, has developed cybersecurity awareness 

initiatives to support EU member states and organisations. ENISA’s "Cybersecurity Awareness 

Month" and other year-round activities target a broad audience across Europe and aim to instil good 

cybersecurity practices in both the public and private sectors [10]. 

ENISA’s awareness initiatives include online training modules, infographics, and interactive 

quizzes distributed across EU institutions and businesses. Each October, ENISA coordinates 

cybersecurity awareness activities across member states, including developing a centralised website 

with resources, guides, and promotional materials available to all EU citizens. The campaign themes 

are consistent across Europe, ensuring a unified message on cyber hygiene and secure data handling. 

ENISA’s initiatives have effectively promoted cybersecurity awareness on a continental scale. 

Member states report increased participation in training programs and positive feedback from 

awareness campaigns. ENISA’s centralised approach facilitates a consistent message across diverse 

cultures, making cybersecurity education accessible throughout Europe [11]. 

A challenge for ENISA’s awareness initiatives is adapting content to the EU's varying levels of 

digital literacy and cultural differences. Future improvements could involve more localised content 

tailored to specific member states’ needs, allowing for greater customisation while maintaining core 

cybersecurity principles. 

 

Comparative Analysis 

These examples demonstrate how structured cybersecurity awareness campaigns across 

different sectors and regions can improve cybersecurity readiness and resilience. These organisations 

have successfully promoted cybersecurity best practices tailored to their audiences by employing 

targeted messaging, interactive training, and strategic partnerships. Each segment, healthcare 

employees, the public, or specific industry groups receive relevant and actionable information 

through targeted messaging, enhancing engagement and encouraging positive behavioural change. 

Furthermore, these initiatives foster a culture of security that extends beyond immediate participants, 

influencing broader organisational practices and public awareness. 
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Table 1. Comparative view 

Organization Sector Key Objectives 
Primary Tools 

Used 

Outcomes 

Achieved 
Limitations 

 

NHS Digital (UK) 
Healthcare 

Improve 

resilience 

against cyber 

threats 

E-learning, 

phishing 

simulations, 

CareCERT  

alerts 

Significant 

reduction in 

phishing incidents 

Sustaining 

engagement with 

high turnover 

DHS and NCSA 

(US) 
Government 

National 

Cybersecurity 

Awareness 

Social media, 

toolkits, 

partnerships 

High public 

engagement and 

awareness 

Sustaining awareness 

beyond campaign 

month 

ENISA (EU) Pan-European 

Unified 

cybersecurity 

awareness 

Training 

modules, 

centralized 

resources, 

campaigns 

Broad EU-wide 

participation and 

awareness 

Localization across 

diverse EU cultures 

 

Interactive training, such as phishing simulations, gamified learning, and hands-on workshops, 

has proven valuable in reinforcing cybersecurity knowledge. These methods help individuals retain 

and apply information in real-world contexts, fostering a deeper understanding of cybersecurity risks 

and responses. Strategic partnerships with industry stakeholders, educational institutions, and public 

agencies amplify the reach and impact of these campaigns, leveraging resources and expertise to 

engage a wider audience and enhance the credibility of the messaging. 

Despite these successes, challenges remain, particularly in sustaining engagement over time. 

Cybersecurity is not a "one-and-done" topic; threats evolve continuously, requiring ongoing 

awareness and adaptability. Maintaining long-term engagement demands creative approaches, such 

as periodic refreshers, updated content, and engaging formats that prevent "awareness fatigue" [12]. 

Without sustained engagement, initial improvements in cybersecurity behaviour may diminish over 

time, exposing organisations to potential risks. 

Another critical challenge is addressing cultural diversity, especially for initiatives that span 

multiple regions or countries. Differences in language, digital literacy, and cultural attitudes toward 

cybersecurity can impact how messages are perceived and acted upon. For instance, what resonates 

with one demographic group may be less effective for another. Tailoring content to fit cultural and 

regional contexts is essential for achieving a truly inclusive and effective awareness campaign. This 

may involve translating materials, adjusting messaging to align with local values, or using culturally 

relevant examples that increase relatability and comprehension. 

In conclusion, while these cases demonstrate the substantial benefits of structured cybersecurity 

awareness programs, they also highlight areas where future improvements could enhance impact. 

Developing adaptive strategies that address the need for sustained engagement and the nuances of 

cultural diversity will be essential for organisations looking to build a more resilient, security-

conscious culture across all levels of their workforce and communities. 

 

5. Conclusion 

 

AR-in-a-Box provides a robust, adaptable framework for cybersecurity awareness. Its eight-

step process encompasses all aspects of program development and execution. Each step, from 

Defining objectives and evaluating outcomes fosters a cybersecurity-conscious culture by addressing 

security's technical and behavioural dimensions. The toolkit's modular structure and data-driven 

approach make it accessible to organisations of varying sizes, enabling them to implement tailored 

and effective awareness programs. 
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The case studies demonstrate AR-in-a-Box's flexibility and impact across different 

organisational contexts, from small businesses to large public sector campaigns. By focusing on 

behavioural change and continuous improvement, AR-in-a-Box offers a comprehensive solution that 

prepares organisations to adapt to an ever-evolving cyber threat landscape. 

 

References 

 

[1]. T. Herath and H. R. Rao, “Protection motivation and deterrence: A framework for 

security policy compliance in organizations,” European Journal of Information Systems, 

vol. 18, no. 2, pp. 106-125, Apr. 2009. 

[2]. J. A. Crossler, A. C. Johnston, P. B. Lowry, Q. Hu, R. Warkentin, and M. Baskerville, 

“Future directions for behavioral information security research,” Computers & Security, 

vol. 32, pp. 90-101, 2013. 

[3]. SANS Institute, Security Awareness Maturity Model, [Online]. Available: 

https://www.sans.org/mlp/ssa-ebook-maturity-model/  

[4]. International Organization for Standardization, ISO/IEC 27001:2013 - Information 

Security Management, ISO/IEC, 2013. 

[5]. European Union Agency for Cybersecurity (ENISA). AR-in-a-Box [Online]. Available: 

https://www.enisa.europa.eu/topics/cybersecurity-education/awareness-raising-in-a-box  

[6]. UK Department of Health, Your Data: Better Security, Better Choice, Better Care, 2018: 

https://assets.publishing.service.gov.uk/media/5a823ac6ed915d74e62367b0/Your_data_

better_security_better_choice_better_care_government_response.pdf  

[7]. NHS Digital. “Data Security Centre: Cyber and Data Security Services.” Available: 

https://digital.nhs.uk/cyber-and-data-security 

[8]. Cybersecurity and Infrastructure Security Agency (CISA), “Cybersecurity Awareness 

Month,” 2023. Available: https://www.cisa.gov/cybersecurity-awareness-month  

[9]. National Cybersecurity Alliance (NCSA), “Cybersecurity Awareness Month,” 2023. 

Available: https://staysafeonline.org/cybersecurity-awareness-month/  

[10]. European Union Agency for Cybersecurity (ENISA), “European Cybersecurity Month,”. 

Available: https://cybersecuritymonth.eu/ 

[11]. European Union Agency for Cybersecurity (ENISA), Cybersecurity Culture Guidelines: 

Behavioural Aspects of Cybersecurity, Nov. 2018. Available: 

https://www.enisa.europa.eu/publications/cybersecurity-culture-guidelines-behavioural-

aspects-of-cybersecurity 

[12]. N. S. Safa, R. Von Solms, and S. Furnell, “Information security policy compliance model 

in organizations,” Computers & Security, vol. 56, pp. 70-82, Feb. 2016. Available: 

https://doi.org/10.1016/j.cose.2015.10.006  

 

https://proceedings.cybercon.ro/
https://www.sans.org/mlp/ssa-ebook-maturity-model/
https://www.enisa.europa.eu/topics/cybersecurity-education/awareness-raising-in-a-box
https://assets.publishing.service.gov.uk/media/5a823ac6ed915d74e62367b0/Your_data_better_security_better_choice_better_care_government_response.pdf
https://assets.publishing.service.gov.uk/media/5a823ac6ed915d74e62367b0/Your_data_better_security_better_choice_better_care_government_response.pdf
https://digital.nhs.uk/cyber-and-data-security
https://www.cisa.gov/cybersecurity-awareness-month
https://staysafeonline.org/cybersecurity-awareness-month/
https://cybersecuritymonth.eu/
https://www.enisa.europa.eu/publications/cybersecurity-culture-guidelines-behavioural-aspects-of-cybersecurity
https://www.enisa.europa.eu/publications/cybersecurity-culture-guidelines-behavioural-aspects-of-cybersecurity
https://doi.org/10.1016/j.cose.2015.10.006

