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Abstract

In the context of an abrupt migration of all daily activities towards online systems, due to the
pandemic phenomenon and the long-delayed and dimmed investment in a national cybersecurity
strategy, pupils, teachers and students alike were caught unprepared in an ominous and intricate
environment. Due to the current context, the prevalence of medium- and high-complexity attacks has
visibly increased, unveiling a need to research the level of awareness in the cybersecurity field for
all parties included in the educational ecosystem: pupils, students, teachers and parents. This paper
aims to gather inside information on their security education level by collecting and analyzing
statistics related to the vulnerability awareness of all aforementioned stakeholders. Based on the
results, mitigation plans will be proposed for each individual category, in corroboration with the
most poignant problems and needs. The goal is to provide the necessary level of education for a safe
and secure learning environment where future adults can focus on their evolutional growth.

Keywords: cybersecurity education, security awareness, safe and secure educational
ecosystem

References

[1]. Eurostat Data Browser, General government expenditure by function, https://ec.europa.
eu/eurostat/databrowser/view/gov_10a_exp/.

[2]. Status report of pre-university education in Romania, 2018, https://edu.ro/rapoarte-
publice-periodice/.

[3]. PurpleSec Cyber Security Statistics https://purplesec.us/resources/cyber-security-
statistics/.

[4]. State of vulnerabilities 2018-2019. Analysis of Events in the life of Vulnerabilities,
ENISA, December 2019.

[5]. Kaspersky security research platform www.securelist.com.


https://proceedings.cybercon.ro/

Proceedings of the International Conference on Cybersecurity and Cybercrime Vol. VII /2020

[6].

[7]1.

8].

[al.

[10].

[11].

Vulnerability awareness in educational ecosystem survey, https://docs.google.com/
forms/d/e/1FAIpQLSfnQcQswZgcsOx7TWUedmejcT4w-8DKA _cuWi8D3oWF6pTK
3g/viewform.

Kruger, H., Drevin, L., & Steyn, T. (2010). A vocabulary test to assess information
security awareness. Information Management & Computer Security, 18(5), 316-327.
https://doi.org/10.1108/09685221011095236.

Annansingh, F., & Veli, T. (2016). An investigation into risks awareness and e-safety
needs of children on the internet: A study of Devon, UK. Interactive Technology and
Smart Education, 13(2), 147-165. https://doi.org/10.1108/ITSE-09-2015-0029.

Slusky, L., & Partow-Navid, P. (2012). Students Information Security Practices and
Awareness. Journal of Information Privacy and Security, 8(4), 3-26, https://doi.org/10.10
80/15536548.2012.10845664.

Considerations on Challenges and Future Directions in Cybersecurity, https://www.
arasec.ro/documente/CybersecurityR02019.pdf.

Neocortical Development. J Cogn Neurosci 1992; 4 (2): 175-176. doi: https://doi.org/
10.1162/jocn.1992.4.2.175.


https://proceedings.cybercon.ro/

